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1 工业物联网信息安全背景 

1.1 工业物联网基本概念 

⁞Ὧᶂ ӡכּ (ITU)￼ḧѲιⱶ Ѯ ֘ⱶᵝљⱶᵝ(Thing to Thing,T2T)ιҚ

љⱶᵝ (Human to Thing,H2T)ιҚљҚ(Human to Human,H2H)
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Ṫўⱶ ҃ҽ ṕᶟ ￼ ֺιṄṪᴔּוғ Ҳў ᵙṴᶋת ע ҃Ặῶ

￼ד ᵀιԅΆӈ ẕṖᶢ ᾭὯιẊ ῭▄Ṗ ￼ᾭὯ֫‘љ ιӼ֫ᴧὤᾯѦҲ

ўѧ ᵸᵙҚ￼☺ ιώ ғᾦꞌוּ  

ׁιṪўⱶ Ҡᶴ҈Έῼᴧṝ ⅎιӇῗּ҈יԎẍ ￼Ẕּׁז῟ᵙṭᶽ￼ᾠ ιד☺

ᶺᶽᶚ ᶂԇᴻ ᴿᶂᾤẗᴣᶂ Ṱ ᶈṪўⱶ Ά ҃ᶽ ἮԄ ᶂ і

Ṱấ ҃ Industrial Internet Consortium(IIC) AllSeen Alliance Open Interconnect 

Consortium(OIC) 6 ᶺѦṪўⱶ ԋ￼ᶂ  

⁞Ὧ Accenture ￼ ἵᵓὝ֧ιԅרṪўⱶ Ṵᶋ ₩ ᶈ 2020 ẉṄ

5000 қ Ӻι ֡
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Ṫί ט ӡ ᶈԓ￼ᴿ ὶιḜḾ ￼Ә ớ῭ ι⅝ҽ Ṫў קט

ӡỤק ῭Ặ ᾭὯҐҊ  

ΰ ᶴת ҉ ҚṪΰ ᶽᾭὯ Ὰ ҦἩ ￼Ẕּזιⱶ

ᶵᵙẈᴶ￼ΰ ᶴת ∂ ᴧ ֬ιḾ╤ ғᾭὯᵙӡỤוּ ֫‘ᵙᶴתιẊ ᵀᶽᾭὯ

Ἡ ι▄Ԅ ᾭὯҮӪιῗ῾‎Ṫўⱶ ￼⁄Ọ ד  

1.3 工业物联网安全政策 

ᶂḲɒײѕҋɓ ֮ ῎ ώ֧ɒᴧṝⱶ ẦעẔּזɓιṄ Ặז҈ד ᴃזּ ᵙ

‰֝￼ ιὸטⱶ јᵃ ўјᵃ ᶟẔּז ￼Ҋ Ҋ ◊ԊҕᵙẔּזᴃᵃι

ẦעẔּז Ṫ ὸט ἄֳᾺιỞ ẻἄ ἥ ᵀ ἄẔּז ֘Ά⁮ιӞ ҽ ғў ᶚ

״ ιώ ӡỤ╦ ᵙ↓ּוῸח ᶝṴᵙ״ιώד Һ Ẉ↨ת  

2013 ẉ 2 ῴ 5 ῄιᶂח ᴧṵ ᶂח ԋ҈ὸ ⱶ ῶẑӰẞᴧṝ￼ὝṀỴ ι

Ԏѧ ♇ώֹⱶ ӡỤḠԅḕᶈ☺ᶈ ỨỚ ồזẶẬṀז ֘ ᶈᶢ ᴝֱѧώ֧

Ḡԅᴵί ẶקḠԅỴ ι├ ӡỤ Ḡԅ ᵙᾭὯӠἴת Ặⱶז ᶽẔּזᵙ

￼Ḡԅ╜ ӂᵙḠԅ ἴṪӐιӠ ⱶ ᶽᶢ ᾼ ўח ᵙ ♇

ᶟẔּז￼Ḡԅᴵί  

2017 ẉ 1 ῴ 17 ῄιṪўᵙӡỤק ѭὸטⱶ ғўӰẞῶẑᴧṝιֺḧӡỤ ӡ

ўɒײѕҋɓ ֮ⱶ ֫ԛ ᶈᴧṵ￼ԋ҈ᴍᴧӡỤ ӡ ўᴧṝ ε֮2016κ2020 ẉζ

￼ ѧᴧṵ҃ ӡỤ ӡ ўᴧṝ ֮ⱶ ֫ԛε2016κ2020 ẉζ ԓḳ ֮

ѧṄώ״ḠԅӠ ӐѭԈᶽѮד үחѳ ιώ֧ὸ ԋ ḠԅἩ  ᴧᵙғўקᵙấ

ӰԅḠԅӠ ӌ  
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1.4 工业物联网重大信息安全事件 

ⱶ ῊҦι Ḡԅẻמ Ӈ≡ῶ֟Ẵι ᴦҺ ‎ Ѥ ῗ ὶ￼ ᶵ῭ᶺι

ᵿז῭ ψ҇ῗιⱶ ᵙҊ Ṅ Ὁќּףᵙאḫќּף ᶈ ι῾‎ᴧּוᶈ ќ

ᾢ֨ᴵ￼ףּ ᴪἄⱶתќּף ḫ￼Ҿḱ ỵ Ṗ ᶵӐѭ љⱶת ￼ ὶ♇ιּי

҈ᾭ ҷᶺẽᵠ ᶀẍ ᴩֹ ḭ￼ ♇ԋ├ιʌ ₭ᶽ ₩ⱶ Ḡԅ҆ҭѧ ҃ỵ

Ṗ ᶵḠԅớ῞ Ṯ ҆ḫ  

 ╤ẞḍ Ẵᴭҧ҆ҭ 

2015 ẉ 2 ῴ 27 ῄι ԇḠᴖᴧṵ ԋ҈ ᴏḾԅ ╤ẞḍ ί ᶵ ԅ

▐‬ᵙḠԅזᶁ￼ ιѮ Ḡ ғᵝ￼╤ẞḍ Ԏּוғ￼ ί ᶵ Ὺ֧Ѥ Ḡԅ

Ứι ֫ ᶵṰ ᶫᶹ IP ᶊᶍίֺιẊ ∂ᴿᶊ ᴏ ԅ ▐‬ιẦṝḠԅזᶁι╦

Ḡԅ Ứ  

 ᶂѠ╤Ṣᶽ Ҋ Ᾰ ҆ҭ 

2016ẉ10ῴ21ῄ 11:10 UTC(רҖῊ 19:10ṫᴸ)ỦỴ ҭMiraiίֺ￼ӷṐ

Ḿ ᶂᶟᵄῸחᵸ ӗẔᵬDynᴧחῸת DDOS ᾢ֨ιҡ Ṁ ᶺ ᶈ ᶂѠ╤Ṣ

ᶊת   Ḡԅ Қᵔ ι ἄ℅₭  ҆ҭ￼ ιᴵ ῗᶽ ￼ⱶ

ᶵɋɋץὐ ￼ᾋӵ᷃ᵙᾭḔẹӵ ι Ҏ ᶵᴵ ᵼ ֹ ḭ Ὑ זַּ  

 Ԏя‬ᵙḠ֙҆ҭ 



                                  启明星辰工业物联网网络安全解决方案白皮书 

5 
 

ᶽ ḭἋἮ ᾥ ὐץ, ῂᾥᴁᶻ ᵠ ῂ│ᴧט  

2011 ẉιҳΌ 2011 ẉ ᶂ RQ-4:3ɒ ԍɓῂҚәḻ ιὯ ṏῗҳΌ њ

Ḳ ίֺ҃ ‟  ￼ᾛӐ  

2013 ẉι ᶂ ᵄ ḭ ɗᴊḉᴊṉᶈɒҸ ɓ ᴧṵ ⅎ ιṝ ҤḅӍּז

ᵄѭSkyJack￼Ἡ ιӔ ‟ᶢ ₲↓ּזῂҚ  ᶼḧӈẊίֺ ᶈ ￼ԎҤῂҚ ι

ἄ Ѧּי ΰ ἐ ᾛί￼ɒӷṐῂҚ ἇ ɓ  

2014ẉιḠԅ Қᵔᴧ҃א⸗ᾹἾ Tesla Model S ᶚ∩ Ẕּז ẑḕᶈ ◖╓ι

◖╓ᴵ Ӕᾢ֨ ᴵ ίֺ ιץὐἚ Ầ ♂Ҩᴣ ѧẦᵏ

ᶾ ᾛӐ  

2015ẉιHackPWNḠԅњḲ◗ ҍ⅝זַּ҃ ҉Ὸח◖╓ιẦᵏ⅝ҍ ∩ ￼

ᴧט∩ Ầᵏᵅᶵ ᾛӐ  

2016 ẉι Ợḫ ḯַּזḠԅ◖╓ἄוԄӜ⸗ᾹἾ∩ ι Ӕ⸗ᾹἾԅרᴳᵻ

 

 ⱶ ἄWannaCry ї Ѧ ‰ 

 

ᶃ 1 WannaCry ן  ⅜פֿ
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ҧҚỳᵥ￼WannaCry ן ιṀ⅜פֿ јṈWindows Ἃἄѭᴩ♅Ἃιіזּ └

֝￼ῗѦҚ  (PC)ιḠԅњḲὝ֧ιⱶ (IoT) ἄѭї Ѧ ‰  

Ὧ IoT 
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c) ҰԝӼ 

ⱶ ѧḕᶈῂҚӪḟ ᶵι Ҏ ᶵᴵ Ὑιⱡᵅּ҈זӀ ἄḭἋ ἆ ẔּזῸ

ᵸᴧח ᾭὯӡỤ Ἒ ᾛӐ ӕḅ Ḿΰ Ḳṗᶋ῟ѧι Ḿ ט ίֺ ι

Ӏ ἄᶢ҈ ￼ᵅ ῸחᵸιᴵҨ ᵓ ἔẦ ԄἌ  

d) ӡỤ ᵎ/ ᾡ 

ⱶ҈יּ ầ‗ ᶺᶟ ι Ҏ ừ֙ᶺ‾ιḠԅ ֺ Ҋ꜠ ιᵼ

℅ẔּזṖᾭὯỄᴵ ᵎ ├Ԅᵙ ᾡ  

e) Ἱ ᵙᵋ  

ӡ￼Ἅῶᴠљ ᴵ ᵋ ἆἹ ` Ḣἄ￼ᾛӐᵙἨ  

f) ᾣḍ  

ᾢ֨ ᵇ ‰εỵ ᶵἆⱶ ẔּזῸחᵸζᴧ Ṱὶᾠ ￼╦Ụι‎ ֹ₱

￼ ￼  

g) ὁ Ὸחᾢ֨ 

ׁ￼ ΆẪῗẔּז љẔּזῸחᵸѳ ￼ 1 Ḿ 1
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ᾢ֨ ᴵҨᴧטѧ Қᾢ֨ιӔệⱶ ᶵљ ӡ ᷂ᴞ ιἆ Ӕⱶ

ᶵᵇ ӡ ᴧ Ӭԝ￼ ∂ἆᵠẔιҡ Ӕệ ӡ Ӯ֧ ￼ֶᾸ ẽᵠ Ḡԅ  

c) Ӏ ╦Ụ 

ᾢ֨ ᴵҨַּזỵ Ṗ ￼Ḡԅớ ⸗♇ιӀ ӡ ￼ӡҧὝ ιҡ Ӕệⱶ

ᶵᾸẦ ὶἆ Ӯ֧ ￼ᾛӐἆᵠẔ  

2.2.3 感知层安全威胁分析 

Ṫўⱶ ὶԄṾ‎￼Ḡԅḍ Ѯ ῶҨї֡Ά χ 

aζ ά  ᴨ ᶵӡỤ 

Ḿ҈үỴ ᶚ￼ỵ ᶵἆỵ Ṗ ԋιץὐⱶ ҽỵᵸ ♇ᵙҽỵᵸ ԋι

ᴵ ᾢ֨ ⱶת ἆ ᾢ ιᾢ֨ ᴵҨ

  ζ
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eζ ⌠  
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3 工业物联网信息安全需求 

3.1 应用层安全需求 

Ṫўⱶ ẔּזṖḠԅ  ὐχץ∂

a) Ұ ָ 

ѭ ₿ӬԝּזἋӔּז῾ά ￼ўחẔּזἆ ᵀ│ּזἋӔּז῾ḧֺ￼ўחẔּזιּזἋ ∂

Ӕּזўׁחọ Ѥ⁪￼ Ұ ָψѭ ₿  ỵ ᶵ ҰӀ ᵙԀ ᾢ֨ι Ḿỵ

ᶵ Ұ ָ  

b)  

ⱶ Ẕּז ẂḾẔᶽ ￼  ♇ι Ҏ  ♇ᴵ ‗ἄ Ѧ ιⱶ ẔּזῸח

ᵸ ώӗḾ Ҏ  ♇ ￼ ד  

c) Ӡἴ 

Ӡἴ ѭἆ ӡӡỤј⌠Ḹι ҎӡỤץὐ ӡԓḳ ӈתἋᶊזּ ᵙּזἋ Ұ  

d) ᾭὯḢᾯớ 

ֹⱶ ѧỦỴ  ♇ᴵ ├Ԅ ᾡẔּזṖ╦Ụ ᵼ℅ιⱶ ẔּזṖ

ԁ῾ά ￼ֵ ᾀԄᵙᶶֺᾛӐ ⱶ҈יּ ᶺ ầ‗ ӡι Ҏ

￼Ḡԅ ֺ Ҋ꜠ ћẊј ιᵼ℅ ѭẔּז ӡώӗ ֹ ￼ḢᾯớӠἴ  

e) ᾭὯӠḸớ 

ᶈⱶ ѧᴿ ᾭὯᵙ╦Ụᴱ ά ּזἋ‬ ӠḸớӠἴᴵҨ ԁ ά  ᵙ

ẔּזṖᾭὯԓḳ ά  ⱶ҈יּ ᶺ ầ‗ ӡι Ҏ ￼Ḡ

ԅ ֺ Ҋ꜠ ћẊј ιᵼ℅ ѭẔּז ӡώӗ ֹ ￼ӠḸớӠἴ  

f) Ἱ  
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ώӗјᴵἹ ớ ֺιӠ ӡᴿΆḾ ṯ ѭᴣḾ ѭᴧּו￼Ὴ ￼јᴵἹ ớ ӕ

ḅ Ұ ᵙᾭḔ ᵄιᾭḔῊ Ἁ  ֺ ԁḾ ѭᴧּו￼Ἱ  

g) ἰ ᾣ 

ώӗἹ ᾣᾢ֨￼ ֺ  

3.2 网络层安全需求 

Ṫўⱶ ṖḠԅ  ὐχץ∂

a)   

ᶢ҈ ￼ẻẪḾỵ ᶵ ι ԁᶽ ₩ ᶵ ἄ￼ ӡҧὊᶩẊ ₿ᴵ

￼ὁ Ὸחᾢ֨  

b) Ұ ָ 

ỵ ᶵ ỵ Ṗ ԋљ ￼ ᶺזּ ָΆẪḫאᴥᵇ Ұ ָ  

3.3 感知层安全需求 

Ṫўⱶ ỵ ṖḠԅ  ὐχץ∂

a) ⱶתḠԅ ἴ 

ᴨὺᾼӠἴỵ ᶵἆỵ Ṗ ԋ ԁ᷂ ιἆ ᾢ֨ ⱶתі ệἆᶶֺ  

b) ίֺ 

ᴨ ίֺ￼ΆẪι ₿  ♇ ᾢ ιἆᵇԎḜ  ♇ἆ ᶵ⌠

 Ἃἆזּ ♇ӡỤ  

c) Ұ ָ 

ѭ Ӡ ᾭὯ‎◊￼ᵀ│ớᴣῶᾦớιa Ὴ ԁ │ỵ ᶵὶԄ ι Ḿỵ
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ᶃ 3 Ṫўⱶ Ḡԅᾯӌ ֘Ά⁮ 

Ά⁮ᾯӌּיḠԅἩ  ἴᵙḠԅῸחӠ ѣᶽ ֫ ἄχḠԅἩ ὺᾼӘὯᴿṖ₭ўח

⸗♇ Ḡԅ ∂⸗♇  

Ṫўⱶ ỵ Ṗᴿ ᶵ֫ṵ ᶀẍι Ѫⱶתᾢ֨ Ӏ ұԝ ᶺ ᶚḠԅḍ

ιᶈỵ Ṗ ⱶ ḠԅὶԄљ ἴὺᾼιώӗ ίֺ Ḡԅ љ֝Ԅ ᾭὯҽ

Ḹז Ḡԅ ιד Ӡỵ Ṗⱶ ᶵ￼Ḡԅớᴣᴵ ק ת  

Ṫўⱶ Ṗῗ∆ ᴿ ỵ ҽ ᾭὯ￼ ιR ầẂ ѭ ὁ Ὸחᾢ֨

ѧ Қᾢ֨Ḿ Ṗ￼Ḡԅớ‗ἄ҃‖ᶽ￼ḍ ι ᶈ Ṗ ḠԅầẂ₅╜ ᵙᾭ

Ὧ╙Ḡԅ֫‘ ḫῊ ╜ ṖԄӜᾢ֨Ҩᴣ╙ ѭầẂ Ṗḍ  

Ṫўⱶ ẔּזṖץᵍ҉Ẉᴶᵙᴿ Ẕּז ιῗṪўⱶ ￼ўח⁄ỌιR Ὁק

Ẕּז ᶽᾭὯ֫‘ זẔּט
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4.2 参考依据 

 GB/T35317-2017 ԇḠⱶ ӡỤḠԅ Ӡἴ ∂  

 GB/T35318-2017 ԇḠⱶ ỵ Ḡԅ ἴἩ  ∂  

 GB/T35592-2017 ԇḠⱶ ỵ ὶԄḠԅἩ  ∂  

 GB/T 25070 ӡỤḠԅἩ  Ḡԅ Ӡἴⱶ Ḡԅ Ἡ Ὕᴇ 

 YD/T 2437-2012 
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4.3.1 仓储物流场景 

ҢẓῗאҦⱶ╙￼ Ѧ ἄ ֫ιᶈⱶ╙ ѧ ԋ ￼Ӑּזι ᾦꞌ￼Ң

ẓᴵҨῶᾦזồⱶ ￼ט╙ ẙι Ӊⱶ╙ἄ ιӠ ᴿ ￼ғוּ ַ ιẊᴵҨḫאḾ

◊￼ῶᾦίֺᵙ ת Ңẓ￼ᴧṝ ᴗ҃јᵃ￼ᴗᴷῊῼᵙ ⅎιҡᴝḊ￼ҚṪҢẓֹ

ׁҊ ῊҦ￼ΰ Ңẓι Ҋ ⱶ ᴿ ᾺԌἩ ￼ẔּזḫאḾҢẓᾦꞌ￼ᶽ

Ẅẙώ״  

ҢӴⱶ╙ ў￼ồ ᴧṝιⱶ╙ҢẓḫӌẈᴶљɒҊ +ⱶ╙ɓ￼ ￼Ẉᴶק

ᵀᴣԎ ᶟᾯᵀṄת ℓזẶιӔּזΰ Ἡ  ⱶ╙ҢẓֳᾺιט ҽ ⱶ╙₩Ẫι

ᵸҚᵙⱶ זַּ Ἡ  ᵀιṄҢẓấ ἄѭΰ ᾦ￼ΰ Ңẓ ῗ ׁⱶ╙Ң

ẓ￼Ѯ ᴧṝ מ ΰ ⱶ╙Ңẓ￼ấ ιI ⁞Ὧⱶ╙Ңẓ￼ḫ ∂ҨᴣṰῶ￼ӡỤקẈ

ᴶι ᶭז ҭ ᾼᵙ▄קӡỤ ẙιḫאҢӴ קӡỤת קט ΰ ק ק֝‰

ᴵ ק ҨӡỤ Ẉᴶᵙ ҭ ᾼѭᾟ ιҨἄᵝ֧Ԅẓᵙⱶᾳᾈ ѭѮӌўחιἔ ⱶ

╙Ңẓ￼ΰ ιṄҢӴת ᾈ ӡỤ Қᵔ ◊‪ớ ẙιḫאΰ ק ᵀΰ ⱶ

╙ εIWMSζḫאɒΰ ⱶ╙ɓι Ҋ ҉ ⱶ Ἡ ￼ ╙ιᾯᵀⱶזּ

Ңẓ ◊ιҡ ‗ấΰ ‪ớⱶ╙Ңẓӌ￼ק  

4.3.1.1 安全性分析 

ᶈΰ ҢӴ￼ᶋ῟ѧιⱶ ￼ẔּזѮ ὐẈᴶṖ￼ⱶץ ת ι Ṗ￼WiFi

ZigBee 4G-LTE Ἡ ιỵ Ṗ￼ᴿ ҽỵᵸ ΰ Ҩᴣ ᵸҚ ᾛӐ ᶵι ᶈ

℅ᶋ῟їιԎᾢ֨ ẍ┌ιᾢ֨ ỂҷᶺḾⱶ Ḡԅ￼ ἴ ᶀᵙ ἴ ẙώ֧҃ὠ

ἇψD ᶹΰ ҢӴ ת ῗӠ ⱶ╙ ḧ ￼ ι ῆ ᴩᾢ֨ιјҝ

ẽᵠⱶ╙ ￼⃰Ẃ ιѼᴵ ẽᵠֹҲўἆ ў￼ᵬўַ ιћҢӴᾭὯѼԏῶ Ẃ
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￼ҮӪι ῆ⌠ ἆ ᴩ ᶐιᵅ‛Ѽ ẂѤ  

ᵼ℅ιΰ ҢӴ￼ⱶ Ḡԅ ἴẔῗ ᶼ Ӛ ᵙ҉Ẉᴶ￼ӌ ק ἴ

ιјҝ Ḿᴿ ⱶ ᶵ ἴιѼ ᶈ҉ ḫאᾯӌḠԅỗמ￼ ╜ᵙ

ί  

4.3.1.2 解决方案的应用 

⁞ὯḾΰ ҢӴⱶ ￼Ḡԅớ֫‘ιṪўⱶ Ḡԅ ֘Ά⁮ᶈ ᶋ῟ѧ￼Ẕּז

ḅїᶃἍ χ 

 

ᶃ 4 ΰ ҢӴⱶ Ḡԅ ἴ Ỵᶃ 

Ά⁮ᶈ ἴ ᶀᵙ ἴ ẙі ᶼ◑ ΰ ҢӴⱶ ￼Ḡԅ ἴ ∂ιῂ Ḿאῶ

ⱶ ‟‗ ᶽ ᶀ ᾯιᴵ ₔớ ι ᶼḫאҡ ֹ҉￼ ӌקḠԅ ἴ  

4.3.2 油气开采场景 

ׁι≥↔ּט￼Ầ ₩ẪѮ ῗҡᶺѦᶊ Ҍᴭ і‎ᵅ ѧ∆ ֹ Ѧᶽᶚ ↔ ι

Ḿ і‎￼≥↔ ∆ ↨ ◒ᵙזᴙιῳᵅ Ԅᶾⱡ↔￼ ≥↔ Ԅ

ѳׁѮ ὐѣᶽץ ֫χҌᴭ RTUίֺ ᵙᶾⱡ↔ ↔ ￼ίֺ ιץὐ PLCι
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DCS ίֺ ιᶈ ↔ ῶḫῊᴗᴷῸחᵸι ᾭὯ￼ љίֺ ιẊṄּוғ

ᾭὯіҽֹ ￼Ҳўק ERP  

4.3.2.1 安全性分析 

ׁ≥↔Ầ ⱶ ￼ ὂἓ ӕḅїχ 

 

ᶃ 5 ≥↔Ầ ⱶ ‗ Ỵᶃ 

ḅὂἓ ỴᶃἍ ι ׁι≥↔Ầ ⱶ ￼ӡỤḠԅ ∂Ѯ ὐḅї֡ѦΆץ χ

RTU ᶵӈ ֫ᾫιḕᶈ RTU │ὶԄ￼Ḡԅ ψѮ Ὸחᵸљ RTU ᶵѳ
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ᶃ 6≥↔Ầ ⱶ Ḡԅ ἴ ֘Ά⁮ Ỵᶃ 

ḅіᶃἍ ιṪўⱶ ֘Ά⁮ᶈ℅ᶋ῟ѧѮ ῗṪўⱶ Ḡԅףּ ἴ Ṫ

ўⱶ ᶵὶԄḠԅᵙṪўⱶ Ḡԅᴵ ק ѕת ֫ԓḳ￼Ẕּז  

4.3.3 智慧办公场景 

4.3.3.1 安全性分析 

ҲўӡỤקẔּז￼јᾸώ״ι Ἆ
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Ҧ ỵ…ẻἄӷṐѮ ι ‗ἄӷṐ ψⱶ ᶵ ᴃ ᶺ ᶺ‾Ẋḕᶈᶽ ◖╓ι

ᶭ҃ז ỵ…ֿפ⅜ ´ ἆỦỴҦ ԄӜ￼▓ ιᶭ҃ז Ṗ￼Ḡԅ  

Ḿ ᵙΰ ￼ԄӜἆԝּזιҨ℅ѭ ―ᴵҨ ὶḍ ֹҲў￼⁄Ọўח

ḅMirai Ḿᾋӵ᷃ԄӜιᵇDNS ᵬ DYNᴧ ҃ᶽ ₩￼DDOS ᾢ֨ι Ӕ

ᾯѦ ᶂ ᶽ ₩ѧᾸψᶈ•ᶂῶᶽᶚҲўѧι ḭ ᴊ￼ԄӜ ᾢ ҃⁄

ỌўחῸחᵸ ᴵ℅יּ ⱶ ᶵḠԅῄ░ἄѭ Ḡԅ￼ ἴ ―  

 

4.3.3.2 解决方案的应用 

 Ḿⱶ ￼Ḡԅ ιᶈΰ ԇᶋ῟їιԎḠԅה ∂Ѯ ὐḅї֡ѦΆץ χּי

҈ᶽᶺᾭΰ ᶵῗᵅῼז ԇהֹ ѧ￼ιᵼ℅ιԎ ғꜛ֙ᶈỄᶺҲўѧẊј▐ῠι

Ễᶺ ὂἓѧѼỄṈ╧ᴣ℅ ⱶ ᶵιᵼ℅ι ֧ת ѧ￼ᴿ ⱶ ᶵ￼ ғ

ꜛ֙ιẊḫאᴵ ῗאᵒק Ẃọ ￼ψּ҈יⱶ ᶵ￼ּז ᶚᵙᵝⱲ јṓ ᵃι

Ḿⱶ ᶵấ ҰḠԅᶢ Ẋ ḬἥιҨḫאⱶ ᶵ￼ұԝᾢ֨ ἴψ

ḫאḾⱶ ᶵ￼Ḡԅỗמ ӂιẊῶᾦ ֧ ἴấ ᵙἐⅎψ ҡ ṖᵙẔּזṖ‎

ḫאⱶ ᶵ￼ ӡᴃ ί Ṫўⱶ Ḡԅ ֘Ά⁮ᶈΰ זԇᶋ῟ї￼Ẕּה

ḅїᶃἍ χ 
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核心企业网

旁路管控

串行管控
（无代理）

（无代理）

可视化集控平台

接入认证&链路加密
（代理方式）

... ...

插件集成到物联网终端

可视大屏

物联网安全防护网关物联网安全防护网关物联网安全防护网关

 

ᶃ 7 ΰ ₥Ḟⱶ ἴ Ỵᶃ 

5 相关安全产品简介 

5.1 安全产品 

5.1.1 应用层 

5.1.1.1 工业云安全防护 

 产品简介 

Ṫў҉Ḡԅ ἴғᵝῗ ḾᾭὯѧỌ ҉ ѧỌι ᵇ ὉקẈᴶ ҉ Ẉᴶὸ֧

￼ιԏῶ ἄᶺ Ḡԅғ
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5.1.1.2 工业云数据加密 

 产品简介 

Ṫў҉ᾭὯזḸḧӈ҈⁄ỌᾧỵᾭὯזḸι ׁѮ Ẕּ҈זṪўⱶ ҉ᾭὯẓזḸ

⌠  

5.1.1.3 工业物联网态势感知平台 

 产品简介 

Ṫўⱶ ỗמỵ Ẉᴶᴵ ḾṪўⱶ ᾯӌ ѧἍᴧּו￼ԄӜ ѭ ҽᾘḫ⅜פֿ

Ὴ ╜ιḾᶽ ₩ⱨᴧ￼ ԄӜ ѭ ҽᾘ⅜פֿ ҆ҭᴣῊ ἵιḾ ☺ᶈ￼Ḡԅ

ҨᴣỦỴᾢ֨ ѭ ֫‘ ᴵḫאḾṪўⱶ ᾯӌḠԅừ֙ ḫῊ

╜ι֝ ᴣῊᴧאḕᶈ￼Ḡԅ◖╓ Ḡԅ ỨιḾ ᶽḠԅ҆ҭḫῊἵ ιᴵ ẙᴵ ק

ᶃẻּף Ῐ ⱶ Ḡԅ מ  

 

ᶃ 8Ṫўⱶ ỗמỵ ẈᴶѮ  
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5.1.2 网络层 

5.1.2.1 安全异常监测系统 

 产品简介 

ḠԅầẂ ╜ ғᵝ ᾽ ╜Ṫўⱶ Ṗ╙ ιώӗ⸗ῶ￼ⱶ Ḡ

ԅ₅╜ ιẊᴵצּ ḾṪў
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5.1.3.2 工业物联网接入管理平台 

 产品简介 

Ṫўⱶ ὶԄ ḾᶺᴶⱶאẈᴶᴵҨᵃῊḫת Ḡԅ ἴ ԋ￼ ѧ ίιḾṪў

ⱶ ỵ Ṗ ᶵ ᵀ Ṫўⱶאιᾯӌᵒת ὶԄṖ ᶵὶԄꜛỗ ὶԋ

Ḡԅꜛỗι ẙᴵ ק ѧᵒאỵ Ṗ ᶵḠԅאꜛ  

 

5.2 安全服务 

5.2.1 IIOT 代码审计 

 服务内容： 

Ḿⱶ ￼◊ ₅╜Ὸחῗ⁞Ὧ◖╓ẓᵙḠԅ ιᶈ ◊ ￼ ѧ ԋ

ᾭὯ╙ᵙ ίֺ╙ι₅‬ḠԅίֺὺᾼῗᵋֹӈιῗᵋḕᶈḠԅ Ứιҡ⁞ іᴧאᵙ

Ӣ ẑḕᶈ￼Ḡԅḍ ι ℓӠ ӡỤḠԅιמᶈọ  

◊Ҧ Ḡԅ₅╜￼ῳ⁄Ọ￼Ӻ ῗ Ԅ ᶈ◊Ҧ ẑѧῶỄᶺ￼ Ԅιץὐ ԓᶹ

ιּזּ҈יἋ￼ Ԅ Ẕּז ẑᶴתιⱡᵅ֫‘ι ṝ ι ⅛ Ѧῶᴵ ỦỴַּזἆ

ἄҦ ◖￼ Ԅ ῗᴵּת￼ Ὧ ιᶈ◖╓ ιּי ԄᾭὯẬ ￼Ḡԅ

90% Ἃזּ Ԅ ᾯӌת ẑ ╙ᴧאԎѧ￼Ḡԅ◖╓ῗᴣԎ ѳῶᾦ￼ΆẪ  

5.2.2 IIOT 漏洞ᆟЇ

�漏洞ᆖᄀ
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ᶃ 9 ᵏ῎ῐ ᶽ  

ӐѭᶂḲ Ḡԅ ᶢᶊιᵏ῎ῐ ᵽṰ ҃ 200 ᶺ Ἡ ᴧ῎њַᵙ ҭ

Ӑ ιᴠљֺ ᶂḲᴣ ў Ḡԅ‰֝ 20 ᶺ ιᶪ ҃ἅᶂӡỤḠԅ ᶟ￼ᶺ

︢ιἨἻẊḢἄ҃ץὐᶂḲᴧᾡḌғўק Ṫ ιᶂḲ Ἡ 863 ֮ ᶂḲ Ἡᾟ

֮ ṪўᵙӡỤקғў Ḓᴧṝᶢכּ ᶂḲ ᵙᶊΆ ︣ ᵃῊ

ᵏ῎ῐ ὊῶɒᶂḲ ҲўἩ ѧỌɓɒᶂḲ ֮ṵṕԓ ♇ ҭҲўɓɒѧᶂ ѮֳᾺᵝ

Ⱳ 20Ặɓɒ╧ᴣᶂḲ Ḹ￼  ӡỤ ἄ ɓ ḧ  

ᵏ῎ῐ ᵽאῶᵔṪ 3000 ӎҚιᶈרҖ і╤ ▄ ἄ ᶊ ῶ ᴧѧỌ

ᵽὊῶḢᵱ￼њўḠԅғᵝ ι₪ ♀ᶬ/UTM ԄӜ₅╜/ ת Ḭ

ת ת Ἡ  ᶟιԊῶ︣ӎѦғᵝᶚᴺιᾯӌḠԅ ֘Ά⁮ᴵẁיḭἋấ Ḣ

ᵱ￼ḠԅӠ ӌ ᵽᶈԅᶂᴿ Ṵ ת⌂ ѕײᶺḲ֫ᾟ ‗ιὊῶ ԅᶂ￼▓

ᵙᵩᵅῸחӌ   

ᶺẉ‎ιᵏ῎ῐ ӠὙ҃ἅᶂԄӜ₅╜ ◖╓Ἔὼ ḍ ת Ḡԅ ẈᴶṴᶋת

ᴉῶ ӈιѼῗḠԅớḬ ḠԅњўῸח￼ Ṁ ẉ‎ι ᵽᶈ҉ Ḡԅ ᶽᾭ

ὯḠԅ ⱶ ᵙ Ҋט Ḡԅ ᶟ ‖ἮԄṵ ιấ ҃ Ѯ￼⁄Ọ ιẊד ℓẻἄ

҃ӡỤḠԅғўּוỗᶅιᵏ῎ῐ ṰḾ ῐ҉ ‐ṩᵀҷ ѿּכּוḒ ᴈԌḠ ҃ԅ
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ԇᴻḅїᶃἍ  

 

ᶃ 10 ᵏ῎ῐ ᵽ ἄ 

ӐѭӡỤḠԅғў￼ ֓Ҳўιᵏ῎ῐ ҨּזἋ ∂ѭ⁞ דטι јᾸ ιṰ

ἄѭᶈᾤẗ ӡכּ ◊ Ґ ֓ ֓Ṫ ֺ ᶂԓ Ҳў ḭἋ￼ ᵝ

Ⱳ ӐѭרҖḀ Ḍ꜠Ḳѧ‰￼⁄ỌӡỤḠԅғᵝ Ὸחᴣ ֘Ά⁮ώӗᵬιḀṶḌᵪ ӡ

ỤḠԅӗẔᵬιᵏ῎ῐ ệֹ҃ᶂḲѮ ￼ᶽד ᷾  

ᵏ῎ῐ Ṅ Ἠ ӡᵙֳᾺ ι ώӗԏῶᶂ҈ד ￼ד҅ ѮֳᾺ￼Ḡԅғ

ᵝᵙῳӓḫ ῸחιẁיḭἋԅ ώ״Ԏ IT ᶢ ᾼ￼Ḡԅớᵙּוғᾦ ιѭἔ ᵙώ״

ᶂ ӡỤḠԅғў῀↓￼ק ᵝⱲ ј דך  

ᵏ῎ῐ ԇᴻ Ҩ Ԍ↓῀ ҭғўѭṯүιӾᵅἨἻẊḫᾼḢἄ҃ᶺ ὐṪӡץ

ḒӡỤғўᴧṝᶢכּ ὅ‰ Ἡ 863 ᶂḲᴧᾡḌғўק Ṫ ҖṴר

Ἡ ᶽ ᶂḲ / ♇ӡỤḠԅ ιẊ ệ҃ṪўᵙӡỤק ɒҸ כּ

Ḓᴧṝᶢ άⱲɓҨᴣᶂḲᴧᾡḌɒғўק Ṫ ɓάⱲ ԇᴻѼּי℅ ֧҃ ‍ҡᶂḲ

ḫᾼֹ⁄ỌἩ  ιԜֹὸ֧ ѮֳᾺғᵝι Ṫ ғўק￼ ἩҲ

ўᴧṝἄוѳ  
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 ấ ψ Ґ ўι ᵀ ί ᵙӡᴺ ᶎῶᶺѦấ ‾―Ṫ ι ♇ ֘҃Ḿ

ֹѧ᷁ ￼Ѥ⁪ ίֺι ᶊѳ קט ѳ ￼Ḡԅ ӡι אᴧט ѧ￼

╗ Ѯ  ᴭιҨᴣὶᴭ ￼ ԋ ιḾṪί ￼ᴿ ԄӜ ⅜פֿ ´ ᾢ֨ ѭι

ᴧא PSCADA BAS ὝҧầẂι ḫῊ ╜Ḡԅꜛỗψ♦ ўιἅᴻӐѭ♦

ўṪίḠԅ‰ֺ֝ḧᴠљ ιἒḫ ⅛ ℓιṰ ḫᴒ♦ᴔ ᶶ ᴔ ԇᴻ ᵬў

ԇᴻⱶ╙ ҷᶺṪίḠԅ ψӾ ֺ ўι Ḿ Ẑ ￼ ḸזṪᶋ῟ι ♇ ֘

Ԏ῞ ḕᶈ￼ ῂḠԅᶟ֮֫  Ẑ ἴὺᾼ ᷂ ᾛӐῂḬ ẹ Ṉ

ầẂᴧא ֺ  

ᵏ῎ῐ Ἀ₿ ׁṪίḠԅғᵝ іқӺιᶈ ўԓᶴ҈ ₃ ιᶈᶂḲḾΰ ֺ

￼ᶽדὸטїιṪўҊ ṄῗԎјᴵἆ ￼ ιӡỤḠԅ῭ῗע ѧѳ ι ׁἅҪṰ

ᶈ ἒḫҽ ￼ṪίḠԅἩ ᶢ іιјᾸ Ὰ￼Ṫўⱶ Ḡԅ ṪўҊ Ḡԅᴣ

Ḡԅ￼ ԋ ἴἩ   

ᵏ῎ῐ ấ ҃ Ṫί ⱶ ԓḳ￼ ᵇҊ +Ṫўᴣΰ

ᶵӡỤḠԅṪ ḫ ḯ ḫ ḯ ׁ ᶵῶ Ḓ ᾼ Ị ѕ ᵙַῊ ᶂԓᶹѮ╙

ᴔᵬίֺקט ᶵᴣ ҭ ι ẙұ ╧ᴣ Ґ Ӿ ֺ ק♠≤ ♦ ᶺ

Ѧ ўṪ ╙ғוּ ίֺιẊҨ℅ѭᶢ ẦṝṪί ᶵᾢ ᴣṝ ṪίḠԅғᵝњў

╜ ṪӐ  
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ᶃ 12 ᵇҊ +Ṫўᴣΰ ᶵӡỤḠԅṪ ḫ ḯ ἄ 

 

ᶃ 13 ᵇҊ +Ṫўᴣΰ ᶵӡỤḠԅṪ ḫ ḯאᶋ 

 

ᵏ῎ῐ Ὂῶўּףҕῶ ᵄ￼ӡỤḠԅᾢ Ἡ ￼њўᵽ ɋɋ ‖ ḫ ḯ

εADLabζι ḫ ḯ ᾠ҃ 70 ӎᵄ Ḡԅ ḭטỗᵙ◖╓ תΆ ￼њḲιԎ⁄

Ọἄᵔᶈᶂ Ḡԅўּףԏῶ Ẹ￼ ᵄẙιҤҪӾᵅ ệ҃ᶂ Ḡԅ ᵙỉ ҍ

╖ῳԏҮӪњḲ￼ ᵙ ᴺ Ἀ ׁιᵏ῎ῐ ADLabε ‖ ḫ ḯζ ᶂ

CVE ᴧṵ￼
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ԓ ᶂ ת ╓◖ ￼ῳᾺ ṝιήḿᴿ ᾛӐ Ẕּז ҭҨᴣⱶ ᶵ￼Ḡԅớ

⸗ề  

 ΰ ҭ ᶟḠԅ ἄ‛ 

 •ᵝⱲ ᵸᵅיּ  

 •ᵝⱲᾋӵ᷃◖╓+╤ẞᾋӵ᷃◖╓ 

 ῂҚ GPS Ὑ 

 •ᵝⱲΰ ᾀẚ ίֺ◖╓ 

 •ᵝⱲΰ ֖ ίֺ◖╓ 

 טҊ ᶟḠԅ ἄ‛ 

 Android ԓ⁄◖╓ 

 •ᵝⱲἐ ◖╓ 

 

ᶃ 14 ᵏ῎ῐ Ṫўⱶ Ḡԅ ἄ‛ 

ᵏ῎ῐ ẉ‎ ‖ ΰ ∩ ḠԅΆᵇιּיԇᴻԓᴿ ᶟḠԅњḲḾ

Ḡԅ T-Box Ḡԅ TSP Ḡԅ APP Ḡԅᴣ∩ ᴃ Ḡԅ ▄ԄḠԅ ι
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ḅּזἋḧӈ ẻẪ ӡỤ⌠ Ḿ Ḡԅ ἄ‛￼▄Ԅộ ι ᵀᶺ

ẉḠԅ ἴ ιẻἄ҃ ט ӡᴣ ҉Ẉᴶ￼ӌ ק

֘Ά⁮  

ᵏ῎ῐ ‖ᴠљўԓ ιљᶂḲ ԋ Ḍ  ‗ ›Ҩᴣғўּףᵃ ᾊ

ἐὸטᶂԓṪўⱶ Ḡԅғўᴧṝι ׁṰזԄṪў
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ׁṰᴠљᶂḲ ￼ṪίḠԅ ԋ‰֝ץὐ: 

 Ṫўίֺ ӡỤḠԅ 

 ᾫίֺ εDCSζḠԅ ֯‰֝ 

 ᴵ ẑίֺᵸεPLCζ ӡỤḠԅ ∂ 

 ӡỤ Ḡԅ Ӡἴᶢ  ∂χḾṪўίֺ ￼ἛṝḠԅ ∂ 

 ѧᶂ Ṫўίֺק ӡỤḠԅ ἴἩ   

 ּדכ ί Ḡԅ ἴṀֱ 

 ♦ ўṪўίֺ ḠԅἩ   


