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背景 

2018 ᒤ 7 ᴸ ੟̍᰾ᱏ䗠䠁ⶋᆹޘ⹄ウഒ䱏ᦅ㧧ࡠҶа㊫ᯠⲴᇊੁ᭫ࠫṧᵜˈ

㓿䗷᷀࠶⺞䇔Ѫѻࡽᵚ⸕Ⲵ APT 㓴㓷᭫ࠫṧᵜǄ㓿䗷᷀࠶ ᡁ̍Ԝ䘭ⓟࡠ䈕㓴㓷ᴰ
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ᆹ㻵वⲴᚦ᜿〻ᒿǄ 

 

 

 

Ӿ㧧ਆࡠⲴ᭫ࠫṧᵜⲴ᮷Ԧ਽ˈԕ৺᮷ẓ޵ᇩⲴ᤬߉Ґᜟਟԕࡍ↕⺞䇔ˈ᭫

ࠫ㘵ሩѝ᮷䶎ᑨ⟏ᚹˈᒦф㋮䙊⽮Պᐕ〻ᆖǄл䶒ሶާփሩ՚㻵ᡀ flash ᆹ㻵व

Ⲵᚦ᜿䖟Ԧ䘋㹼䈖㓶᷀࠶Ǆ 

二、攻击样本分析 

2.1 主 Dropper 分析 

՚㻵ᡀ flash ᆹ㻵वⲴ〻ᒿާᴹ䖳ཊ࣏㜭ˈަ Պṩᦞ㌫㔏⡸ᵜǃᖃ䘋〻ᵳ䲀ǃ

ᵰ䖟ㅹᛵߥˈᢗ㹼н਼Ⲵ䟺᭮⍱〻Ǆ 

1ǃ〻ᒿᢗ㹼ਾˈ俆ݸỰ⍻ᵰ䖟 ESET ઼ሿ㓒Վˈᴹԫ᜿ањ・ণ䘰ࠪ䘋〻Ǆ 

䙊䗷᷊Ѯ᧗ࡦ䶒ᶯন䖭ؑ᚟ᶕỰ⍻ ESET ᱟ੖ᆈ൘Ǆ 

 

 

 

䙊䗷ḕ᢮䘋〻 avira.Systray.exe ᶕỰ⍻ሿ㓒Վᱟ੖ᆈ൘Ǆ 

 

 

 

2ǃ㤕нᆈ൘ˈࡉՊṩᦞ㌫㔏⡸ᵜ䟺᭮ཊњ᮷Ԧˈᒦ࠶Ѫԕлᛵߥ˖ 

˄1˅ሩҾ Vista ԕਾ㌫㔏ˈ㤕ᖃࡽ䘋〻⋑ᴹ㇑⨶ઈᵳ䲀ˈ⭡Ҿ UAC Ⲵ䲀ࡦˈ䈕

᮷Ԧᰐ⌅㻛ⴤ᧕༽ࡠࡦ system32 ⴞᖅлˈ↔ᰦՊ֯⭘ CIA Vault 7 䟼㔅䗷 UAC Ⲵ

࣎⌅Ǆ 

ࡋ ᔪ 䘋 〻 wusa.exe ˈ 㧧 ਆ ަ Ԕ ⡼ ༽ ࡦ 㔉 㠚 䓛 䘋 〻 Ǆ 䲿 ਾ 䈳 ⭘
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CreateProcessWithLogon ᔪᯠⲴ㠚䓛䘋〻ˈusernameࡋ Րޕ"uac"ˈdomain Րޕ

"is"ˈpassword Րޕ"useless"Ǆ 

 

 

 

ᒦфˈ൘ Vista ѻਾⲴ㌫㔏ˈ൘ᆈ൘㇑⨶ઈᵳ䲀ᰦˈՊṩᦞᵰ䖟ᛵߥˈᶕڌ

→ WSearch ᴽ ࣑ ˄ SearchIndexer.exe,SearchProtocolHost.exe ˅ Ǆ ਚ ᴹ ᆈ ൘

360tray.exe(360)ǃekrn.exe(ESET)ǃ kxetray.exe(⊏≁)ѝⲴԫ᜿ањᰦˈ᡽ڌ→

WSearch ᴽ࣑Ǆྲ᷌䜭нᆈ൘ˈࡉⴤ᧕ᢗ㹼ਾ㔝Ⲵ䟺᭮Ǆ⢩࡛ᱟྲ᷌ᆈ൘

360tray.exeˈ䘈Պᢺ WSearch ᴽ࣑䇮㖞Ѫ㠚ࣘ੟ࣘǄ 

˄2˅Vista ѻࡽ㌫㔏нᆈ൘к䘠㹼ѪˈՊⴤ᧕ᢗ㹼䟺᭮᮷ԦǄ 

 

3ǃл䶒Ѫ䟺᭮᮷ԦⲴѫ㾱⍱〻Ǆ 

˄1˅俆ݸՊ࣐䖭മ⡷䍴Ⓚˈᒦ䘋㹼䀓ᇶ 
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˄2˅䍴Ⓚᔰཤ䜘࠶ᱟаӋ䐟ᖴⲴ䝽㖞ᮠᦞˈਾॺ䜘࠶ᱟ࣐ᇶⲴ PE ᮠᦞˈवᤜ᮷

Ԧ਽࡛࠶Ѫ temp0ǃfakeǃacessǃwrivt.exe Ⲵ〻ᒿˈwrivt.exe ൘ Vista ѻਾⲴ 64

ս㌫㔏кՊ䟺᭮ࠪᶕǄ 

ṩᦞ㌫㔏⡸ᵜᛵߥˈ䘉ࠐњ᮷ԦⲴ䟺᭮䐟ᖴᴹᡰн਼Ǆ 

 

䝽㖞亩 ᮠᦞ ᧿䘠 

64exename wrivt.exe 64 սлࡐ䲔㠚䓛Ⲵ⁑ඇ 

64loadpath7 system/msTracer.dll 
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AfterInstallation RemoveInstaller 䟺᭮ਾࡐ䲔㠚䓛ণ߂ٷ

Ⲵ flash ᆹ㻵व 
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❦ਾ䈳⭘ COM 㓴Ԧ IARPUninstallStringLauncher Ⲵᯩ⌅ᢗ㹼ˈᴰ㓸Պᢗ㹼ࡠ

UninstallString ⲴᤷԔণ xcopy.exe  msTracer.dll ࡠ system32 ⴞᖅлǄ12 

㘼ሩҾ 64 ս㌫㔏 俆̍ݸỰ⍻ 360tray.exe 䘋〻ˈྲ ᷌нᆈ൘ 㔗̍㔝Ự⍻ rstray.exeǃ

qqpctray.exeˈྲ᷌ҏ䜭нᆈ൘ˈࡉᢗ㹼к䘠Ⲵ㔅䗷 UAC Ⲵᯩ⌅ᤧ䍍Ǆྲ᷌

rstray.exeǃqqpctray.exe ᆈ൘ԫ᜿ањ 䙊䗷к䘠Ⲵᆹ㻵व+wusa.exeࡉ̍ ᯩᔿᤧ䍍Ǆ 

ᖃᆈ൘ 360tray.exe 䘋〻ᰦˈՊੁѤᰦⴞᖅ䟺᭮ wrivt.exe ᒦ䘀㹼Ǆwrivt.exe

ୟаⲴ࣏㜭ቡᱟࡐ䲔ѻࡽ䟺᭮Ⲵ temp0Ǆᦒਕ䈍䈤ˈ൘ Vista ѻਾⲴ 64 ս㌫㔏ˈ

ྲ᷌ᆹ㻵Ҷ

https://3gstudent.github.io/3gstudent.github.io/通过COM组件IARPUninstallStringLauncher绕过UAC/
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ྲ᷌к䘠йњᵰ䖟ᆈ൘ԫ᜿ањˈࡉ㔗㔝Ự⍻лࡇйњᵰ䖟 360tray.exeǃ

rstray.exeǃqqpctray.exeˈྲ᷌ᆈ൘ԫ᜿ањˈ᭮ࡉᔳ੟ࣘ WSearch ᴽ࣑ˈ䘰ࠪ

䘋〻Ǆ挀栀
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к㢲ᡁԜሩѫ Dropper ṩᦞ㌫㔏⡸ᵜǃᵰ䖟ㅹᛵߥˈᢗ㹼н਼Ⲵ䟺᭮⍱〻䘋

㹼Ҷ᷀࠶оᙫ㔃Ǆަ ѝ temp0 ֌Ѫ Loader ⁑ඇ 䟺̍᭮Ⲵ䐟ᖴԕ৺ભ਽ቔѪ䟽㾱Ǆ

л䶒ᡁԜሶ䪸ሩ temp0 Ⲵ࣐䖭ᯩᔿԕ৺ temp0 ࣐䖭Ⲵ৽ AV ⁑ඇ acess 䘋㹼䈖㓶

 Ǆ᷀࠶

1ǃ൘䘉䟼 Dropper ֯⭘Ҷ DLL ࣛᤱᢰᵟሩ temp0 䘋㹼࣐䖭Ǆ 

˄1˅൘ 32 ս XP ㌫㔏лˈtemp0 㻛ᤧ䍍Ѫ system/srvlic.dllˈ↔ᰦሶ࡙⭘

LanmanServer ᴽ࣑䘋㹼࣐䖭ǄLanmanServer Ⲵ svchost.exe 䘋〻Պ࣐䖭 srvsvc.dll

᮷Ԧ 㘼̍ srvsvc.dll ᮷ԦՊ൘ᢗ㹼 LoadLicensingLibrary 䘉а API ᰦ࣐䖭 srvlic.dll ᮷

ԦǄ 

 

 

 

˄2˅൘ 32 ս Window 7 ㌫㔏лˈtemp0 㻛ᤧ䍍Ѫ system/msTracer.dllǄ 

↔ᰦ࡙⭘Ⲵᱟᩌ㍒ᴽ࣑ WSearch Ⲵ䘋〻 SearchProtocolHost.exe ሩ msTracer.dll 䘋

㹼࣐䖭Ǆ 

 

˄3˅ަᆳ㌫㔏⧟ຳлˈtemp0 Ⲵ࣐䖭ᖸ㊫լˈн޽䈖㓶䈤᰾Ǆ 

 

2ǃtemp0 Ⲵѫ㾱࣏㜭ᱟ䈫ਆ↔ࡽ䟺᭮൘ commonappdata/Intel/Runtime/лⲴ fakeǃ

acess ⁑ඇˈᒦ൘޵ᆈѝᢗ㹼Ǆնࡽᨀᗵ享┑䏣 3 њᶑԦѝⲴަѝањ˖ᖃࡽ⭘

ᡧѪ System ⭘ᡧ ᖃ̍ࡽ䘋〻ᱟ explorer.exe ᖃ̍ࡽ䘋〻ᱟ SearchProtocolHost.exeǄ 

3ǃᖃᶑԦ┑䏣ਾˈtemp0 Պ࣐䖭മ⡷䍴Ⓚˈ᤹ᆇ㢲ᔲᡆˈࡍ࿻ᇶ䫕Ѫ 0x4Eˈᇶ

䫕⇿ᔲᡆа⅑䙂໎ 0x0Fˈⴤ㠣䀓ᇶᆼᡀѪ→ˈᴰ㓸Պ䀓ࠪ fake ઼ acess Ⲵ䐟ᖴǄ 

4ǃ㍗᧕⵰ˈtemp0 Պݸ䀓ᇶ acess˄ሩᣇ䠁ኡ∂䵨Ⲵ⁑ඇ˅ˈᒦ൘޵ᆈ䟼ᢗ㹼

needmid ઼ setmid ࠭ᮠǄṩᦞ needmid ઼ setmid Ⲵ䘄എ㔃᷌ᶕߣᇊᱟ੖㔗㔝࣐

䖭 fake ⁑ඇǄ 
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5ǃһᇎкˈྲ᷌ needmid ࠭ᮠਁ⧠㌫㔏к⋑ᴹᆹ㻵䠁ኡ∂䵨ˈᡆ㘵㲭❦ᆹ㻵Ҷ

䠁ኡ∂䵨ˈնᆹ㻵ⴞᖅ䟼ᴹ version.dllˈtemp0 Պ㔗㔝࣐䖭 fake ⁑ඇˈਾ䶒ሶՊ

䈖㓶䈤᰾䘉а⛩Ǆ 

6ǃacess 俆ݸՊ䙊䗷᷊Ѯ⌘޼㺘䐟ᖴ 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\x

x лⲴ DisplayName ᶕỰ⍻ᱟ੖ᆈ൘䠁ኡ∂䵨Ǆ 

7ǃ↔ཆˈަ䘈ՊỰḕ∂䵨ᆹ㻵ⴞᖅлᱟ੖ᆈ൘ version.dllˈᆈ൘ࡉⴤ᧕䘄എǄ❦

ਾ temp0 Պ㔗㔝࣐䖭 fake ⁑ඇǄྲ ᷌нᆈ൘ ণ̍ቍ䈅ᢺ acess 䵨Ⲵᆹ㻵∂ࡠᆈ؍

ⴞᖅлⲴ version.dll
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2ǃሩҾ Vista ѻਾ㌫㔏ˈ㤕ᖃࡽнᱟ System ⭘ᡧˈҏՊ䖜ޕ⌘ࡠ temp0
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ሩᓄⲴ࣏㜭࠭ᮠ ExecCmfd_GetPlatformBits 䟼ᢺ success ઼ X86 ᆇㅖѢ᤬᧕䎧

ᶕˈѝ䰤⭘ 8 њ FF  䳄ᔰᶕǄ࠶

 

 

 

ྲ᷌ᱟ 64 ս㌫㔏 D̍ropper 䟺᭮Ⲵ 64 ս fake Պ᤬᧕ success ઼ X64Ǆһᇎкˈ

C&C ↓ᱟ׍ᦞ↔䘄എ㔃᷌䘹ᤙлਁ 32 ս䘈ᱟ 64 սⲴᨂԦǄ 

 

䲿ਾ⭏ᡀ䲿ᵪⲴ SecretKeyˈᵜֻᱟ 0x5E2A5642ˈᒦሩ Magic(0xC7315A6B)઼

᤬᧕ⲴᆇㅖѢ䘋㹼࣐ᇶǄ䴰㾱ᤷࠪⲴᱟˈMagic(0xC7315A6B)ᱟ⺜㕆⸱ˈᒦнᱟ

ⴤ᧕֯⭘ C&C ભԔ䟼Ⲵ 0xC7315A6BǄ 
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4ǃfake ᭟ᤱԕл 6 ⿽ભԔ˖ 

OPcode1 OPcode2 ࣏㜭 

0134A6D30 0100B4627 л䖭ᨂԦˈ᰾᮷؍ᆈࡠᵜൠᒦ࣐䖭 

0C558B012 05047A6F4 л䖭 cfg 

022836D73 06F42E3C0 㧧ਆ㌫㔏ᒣਠণ X86 or X64 

03254BFD2 0 6FF39717 ࣐䖭ᤷᇊ dll 

0B4749FFF 0A7109782 л䖭ᨂԦˈ࣐ᇶਾ؍ᆈࡠᵜൠˈᒦ൘޵ᆈ

䟼࣐䖭ᢗ㹼 

0DDD7303E 0CDF2E7F4 л䖭 cfg 

 

5ǃ൘ᴰ㓸ᇯѫ䘋〻䟼ˈfake ՊỰ⍻ main ⁑ඇˈᆈ൘࣐ׯ䖭ˈᒦᢺ᧗ࡦᵳӔ㔉

mainˈ㠣↔ fake ԫ࣑ᆼᡀǄྲ᷌нᆈ൘ˈࡉ㚄㖁л䖭ᒦ࣐䖭䘀㹼Ǆ 

 

лമѪ Donwloader Ⲵᢗ㹼⍱〻Ǆ 
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2.2.3 ਾ䰘⁑ඇ᷀࠶ 

 

main
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inter ᴹањ᰾᮷Ⲵ dll 䍴ⓀˈՊ㻛⌘ࡠޕᤷᇊ䘋〻Ǆ䈕 dll ᨀ׋Ҷ 4 њભԔ  ̟
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ⲴᴤᰙⲴᚦ᜿ԓ⸱ṧᵜǄ 
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њᖸ⤜ᴹⲴঅ䇽ˈሶ䘉њᇦ᯿ਆ਽Ѫ RevinstǄ 

3.2 释放文件比较 

䲔䝽㖞ཆˈ䘉й㊫Ⲵ Loader ণ temp0 ҏᴹ਼ޡᆇㅖѢ 

seriesǃmainpathǃCommonAppDataǃSystem/ǃWindows/ 

 

㘼ф 2014 ㊫઼ 2015 ㊫Ⲵ temp0 ᆈ൘਼ޡⲴᆇㅖѢ˖ 

commonappdata/Windows CE/fake 

 

䘉ᇎ䱵кᱟ fake Ⲵ䐟ᖴǄᴥ ⅑Ⲵ temp0 ᱟ࣐䖭മ⡷䍴Ⓚᶕ䀓ᇶѪ fake 䐟ᖴǄ

ն 2014 ઼ 2015 ㊫Ⲵ temp0 ⋑ᴹሩᣇ∂䵨Ⲵ⁑ඇ acessǄ 

 

䘉й㊫Ⲵ fake ҏᴹᖸཊޡᴹᆇㅖѢ˖ 

loadpathxpǃ64loadpathxpǃloadpath7ǃ64loadpath7ǃloadpathsvǃ64loadpathsvǃ

windows/explorer.exeǃSearchIndexer-1ǃSearchIndexer-2ǃWorkModeǃAddressListǃ

ClientID ǃ ControllerID ǃ ControllerVersion ǃ PluginCoder ǃ Persistence ǃ

WorkingDirectoryǃsystem/msTracer.dllǃwindows/fxsst.dllǃsystem/srvlic.dllǃseries ǃ

SpecialPlugin ǃ

SYSTEM\CurrentControlSet\services\SharedAccess\Parameters\FirewallPolicy\Restric

tedServices\Static\SystemǄ 
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᭫ࠫ㘵߉ԓ⸱ᰦˈҏ䇨൘਴њ⁑ඇ䟼䜭ⴤ᧕༽ᤧࡦ䍍Ҷ䘉Ӌ䝽㖞ᇊѹˈн㇑

ᱟ੖⭘ᗇࡠǄ൘ਟ亴㿱Ⲵሶᶕ ᆇ̍ㅖѢਟ㜭Պᴹቁ䇨ਈॆ ն̍བྷཊᮠՊ؍ᤱнਈǄ 

ᵜ⅑ᡰ֯⭘Ⲵ fake ∄ 2014 ઼ 2015 ㊫Ⲵ fake ཊҶєњᴹޣл䖭Ⲵ cfg ભԔǄ

ભԔ⸱࡛࠶ᱟ 0C558B012/5047A6F4ǃ0DDD7303E/0CDF2E7F4Ǆ 

㘼й㘵Ⲵަᆳ 4 њભԔ࣏㜭ᆼޘаṧǄ 

 

ᒦфˈй㘵Ⲵ fake ԕ৺ᵜ⅑Ⲵ main 䜭ᴹ ClientIDǃControllerID Ⲵ䝽㖞Ǆfake

Ⲵ ClientID ⋑ਁ⧠ሩᓄⲴᮠᦞǄ൘᧕᭦ࡠ ClientBasicInformation ભԔᰦˈՊഎՐ

ControllerID 㔉 C&CǄ 

 

 2014(fake) 2015(fake) 2017(ᵜ⅑ fake) ᵜ⅑ main 

ClientID ᰐ ᰐ ᰐ E5201314 

ControllerI

D 

2014041014472

6 

2014041014472

6 

2016022415282

8 

2013062817333

8 

 

ClientIDǃControllerID ਟ㜭ᱟ᭫ࠫ㘵⭘ᶕḷᘇ४࡛ṧᵜⲴˈҏ䇨ḀӋṧᵜਚ

䪸ሩḀӋⴞḷˈᖃ❦ਚᱟ⥌⍻Ǆ 

й㊫Ⲵ fake ઼ᵜ⅑Ⲵ main ൘઼ C&C 䙊ؑᰦ 䙊̍ؑṬᔿǃ࣐ ᇶ㇇⌅ᆼޘа㠤ˈ

ަѝⲴ Magic ҏ䜭ᱟ 0xC7315A6BǄྲ᷌Ự⍻ࡠਟ⯁ᣕ᮷ˈ䀓ᇶਾਁ⧠वਜ਼
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四、溯源分析 
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