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CreateProcessWithLogon ' username "uac"’ domain

"is"" password "useless"DZ

a84044DD mou word pty [ebp+Username], ‘u’

B84 044E 6 push eax ; 1pProcessInformation

B84 BULETF lea eax, [ebp+Startupinfo]

084 B44LED push eax ; 1pStartupInfo

084 044FE push ebx ; lpCurrentDirectory

a84 04 4EF push ebx ; 1pEnvironment

B84 BLLF B pusch ebx ; duCreationFlags

084 044F1 push ebx ; lpCommandLine

084 044F 2 lea eax, [ebp+Username]

084 B44F8 push [ebp+1pApplicationHame] ; lpApplicationHame

a84 B4 4FB mouy word ptr [ebp+Username+2], 'a’
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1528 ; lpUsername a848!
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— WSearch 8 A Searchindexer.exe,SearchProtocolHost.exe v . DZ M

360tray.exe(360)! ekrn.exe(ESET)!  kxetray.exe( w akw -
WSearch 8 DZ H ' DZ
360tray.exe’ WSearch 8 % DZ

A 2V Vista © H K R DZ
3'n & % DZ

A 1lv '

004012F1 push RT_BITHAP

004012F3 push 118

A04B12F5 push eax

B04B12F6 1ea eax, [ebp+var_194]
804812FC push eax

8a4812FD call loadcfqfromres
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64exename wrivt.exe 64 n
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COM IARPUninstallStringLauncher "D
UninstallString xcopy.exe msTracer.dll  system32 n DZ?
€ 64 ' U 360tray.exe ' H ' U rstray.exe!
ggpctray.exe’ P H ' K UAC DZ
rstray.exe! qgpctray.exe am' K +wusa.exe DZ
360tray.exe ' e wrivt.exe DZvrivt.exe
a o) tempODZ ' Vistao 64
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K W = Dropper $ 1 R ' H
4y " o DZn temp0 & Loader ' s DZ
n W tempO tempO AV acess
DZ
1! Dropper’ Y DLL 5  tempO DZ
A1V 32 XP n ' tempO M system/srvlic.dll’ o
LanmanServer 8 DZanmanServer  svchost.exe srvsve.dll
srvsve.dll LoadLicensingLibrary a API srvlic.dll
DZ
T4FF75SE mow edi, offset aSrvlic dl1 ; “srulic.dll"
7UFF7563 push edi ; wchar_t =
TUFF7S 6L mow esi, eax
FUFF75606 call ds:wcslen
A2v 32  Window 7 n ' tempO % system/msTracer.dlIDZ
- Y WSearch SearchProtocolHost.exe  msTracer.dll
DZ
push offset aMWstracer_dll ; "msTracer.dll™
push BCh ; int
1lea ec¥, [ebp+lpFilename]

call sub_18a8p135
push [ebp+lpFilename] ; lpLibFileMame

call esi ; LoadLibraryW

A 3V n ' temp0 " H DZ
2'temp0 = o commonappdata/Intel/Runtime/n  fake!
acess ' " DZ 3wd n nam.

M System ' explorer.exe’ SearchProtocolHost.exeDZ
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41 " temp0 acessA 0 v
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5 h «k° needmid K M 0o Y

0o M version.dll" tempO fake

6! acess 3

HKEY_LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\x

xn  DisplayName g U 9 DZ
7o Uea n version.dll' DZ
temp0 fake DZ H ' acess 0

n version.dll
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push
push
call
or
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mov
lea
push
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call
add
push
push
call
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lea
mou
call
lea
mou
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mou
call
lea
lea
call

C&C |

“success'”
int

offset aSuccess
[ebp+arg_4]
sub_1888244Y4
[ebp+5rc], BFFFFFFFFh
[ebp+var_4], BFFFFFFFFh

esi, eax

eax, [ebp+irc]

82 : Size
eax s Src
esi : Dst
memcpy

esi, 8

ofFfFset akBé6 ; 'nBo"
esi : int
sub_ 18862444

+7sidthl UHICODE

O7 00 Q0 00 73 00 75 00 B3 00 63 00 8BS 00 T3 ®, SUCCES

ISR ELE e a2 LI =2 Do DU Rd e LI CCes

T3 00 FF FF|FF FF FF FF FF FF 03 00 00 00 55 ... LK

a0 00 36 0000 00 00 0000 oo o0 Q000 0o 00 Q086 ...

ExecCmfd_GetPlatformBits success  X86 B
8 tb FF o DZ

rdx, asuccess ; ""'success"
rox, rdi

sub_ 18882784

rdx, [rsp+3Bh+Src] ; Src

r8d, 8 : Size

rcx, Fax ; Dst

rbx, rax

[vsp+3Bh+3rc], BFFFFFFFFFFFFFFFFh
memncpy

rce, [rhx+8]

rdx, akél ; Reht

sub_1880627BY4

64 ' Dropper 64 fake success  X64DOY

- n 32 64 DZ

X Secretkey' = . Ox5E2A5642° Magic(0xC7315A6B)
B DZ ' Magic(0xC7315A6B)
C&C 0xC7315A6BDZ



= "f;l.‘. -

= 0A B e
4! fake
OPcodel OPcode2
0134A6D30 0100B4627 L3
0C558B012 05047A6F4 cfy
022836D73 06F42E3CO X86 or X64
03254BFD2 0 6FF39717 dll
0B4749FFF 0A7109782 2
ODDD7303E OCDF2E7F4 cfy
51 D " fake U £ £
main'’ o fake DZ n DZ
n % Donwloader DZ
;%L v M‘wg B cader

[ |




il
B 0R B Ea

2.2.3

main



oA B e




B 0A B

\ —



e

Y
£ 0A B3 S

interM a w dll ' DZ dll Y 4m



(=R = =] E'Zf';»_ﬂ-‘:\




¥
£ 0R B

B M ' o % RevinstDZ
3.2
n Loader tempOp M 1)
series! mainpath! CommonAppData! System/! Windows/
¢ 2014 2015 tempO b.
commonappdata/Windows CE/fake
k fake DY temp0 a % fake DZ
2014 2015 temp0 M 0 acessDZ
i fake p M M b.

loadpathxp! 64loadpathxp! loadpath7! 64loadpath7! loadpathsv! 64loadpathsv!
windows/explorer.exe! Searchindexer-1! Searchindexer-2! WorkMode! AddressList!
ClientiD ! ControllerlD ! ControllerVersion ! PluginCoder ! Persistence !
WorkingDirectory! system/msTracer.dll! windows/fxsst.dll! system/srvlic.dll! series !
SpecialPlugin !
SYSTEM\CurrentControlSet\services\SharedAccess\Parameters\FirewallPolicy\Restric

tedServices\Static\SystemDZ




4
3 OA B3

1608943C aG4loadpath?:
1088943C unicode 8, <64%loadpath?>
1808089452 dd 13h
AAAROLE A aSuctambctyacoy -
pH AR R

111 o et

1 R b 4 y oy’ H
DZ ' B M H DZ
. ’ fake 2014 2015 fake Ye mM cfg DZ
0C558B012/5047A6F4! 0DDD7303E/0CDF2E7FADZ
n 4t asDZ
(o IV fake 2 main M ClientID! ControlleriD DZake
ClientID DZ ClientBasiclnformation
ControllerlD  C&CDZ
2014(fake) 2015(fake) 2017(+  fake) | * main
ClientID E5201314
Controllerl | 2014041014472 | 2014041014472 | 2016022415282 | 2013062817333
D 6 6 8 8
ClientID! ControllerID 3 | S p AYsS:e
AY | DZ
W fake * main C&C T ! a
m  Magic p 0xC7315A6BDZ U
0xC7315A6B' u  DZ
n n M
B Ya DZ




\ -

B 0A B

GDATA B A TooHasha n u C

~

Dz

n % fakem  opcoden U vo A TooHasha n
DZ
1jpool *__ cdecl sub 1000311C(int 3l, int a2, int Src, int a4)

n.
i o It e R e e S o e S e T
Mﬁaﬁm
w=Eommand)

Lo il bl Hl I ’mlmm@-ﬁ’“""
S LT i

-~

“:!gj A AT - 0
ﬁhuum: B

* XEesponse

I [EEsat- al SFCREX.KEXI2]w. | uAGEGIA ]
MESSAGE_LEN[4] MESSAGE [MESSAGE_LEN*2] RETCODE[1]

~

€  UAC R a DZ



\ -—
B 0R B EiF"

* makecab.exe /V1 "C:\Users\<USERNAME>\AppData\Local\Temp\msTrager.dll"

"C:\Users\<US ;e WiE>\AppData\Local\Temp\msTracer.dll.msu“
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/extract:C:\Windows\systf 5

1
L

A TooHasha =
n.
102 I 103 Xls
Y .doc
Xls
Xls

Wo.doc

D § = | Venuskye

A TooHasha a |
% DZ P h n

msTracer dllmsu

Microsoft Update 374438 (msu

=/

) _

a
7]
5
RA 0
R




Y
£ 0A B3 S

e




Y
£ 0R B3

10d678deeaad0b45dea9bd70e21325da
a26ebe515cc6af6d05ad6d88c0257787
415027680047ed31fa5a84c94a46d582
31b6dbffc5f6d10e1fe7437626a7582b
40e916f03bbbc64921496e88d2d1d099
29daa2cffaf4e288388eb97dalf29a91
dd00fc9adaa3e20630dad5e5faaeeffs
66a4bd97867c6364a3846654dfd37a24
095c¢f3f0ef7111d386bf7312186¢7656
1366f1c75368964f8af247d2709e4889
6ec1db9872f6ca979649b4dab7bbe7fc
024883786ba706fe8c8a6354a355d30c

PDB
main

Z:\z_code\

7:\z code\



e

¥
£ 0A B

1" https://hitcon.org/2016/pacific/Ocomposition/pdf/1202/1202%20R0%200930%2

0an%20intelligance-driven%20approach%20t0%20cyber%20defense.pdf

2" https://public.gdatasoftware.com/Presse/Publikationen/Whitepaper/EN/GDATA _
TooHash_CaseStudy 102014 EN_v1.pdf


https://hitcon.org/2016/pacific/0composition/pdf/1202/1202%20R0%200930%20an%20intelligance-driven%20approach%20to%20cyber%20defense.pdf
https://hitcon.org/2016/pacific/0composition/pdf/1202/1202%20R0%200930%20an%20intelligance-driven%20approach%20to%20cyber%20defense.pdf

