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҉ ҆  

概述 

 

2017 9 18 ̆ ῃ ᴨ ΐ CCleaner

ҩ ῀ ̆ ᶏ ΐ ҳ Ȃ Xshell Ԋᴆ

̆ ѿ Ҥ ᴆᶫ ₯ԊᴆȂ 

CCleaner ѿ ʎ



 

 

CCleaner ῍ 20ַ Ҋ ғ̆ Ҋ  500 ҆ ׆̆ ⌠

̆ᵀ 2000҆ Ҋ ̆ ⌠ Ȃ 

后门代码分析 

1ȁ ᴆ 0x0082E0A8Ẓ ⱴ shellcodeȂ 

 



2ȁ ᾢ Ҋף shellcodeȂ 

 

3ȁshellcode ̆ᴪⱴ ᶏ ꜚ ̆ ⌠ ₱ Ȃꜚ

₱ Ạԅⱴ Ȃ 

 

4ȁ ꜚѿҩ Һ ᵬȂ ꜚ ̆ ᾢ ping 224.0.0.0̆ 601 ̆

ӊ ԍ ԍ 600 Ȃ ԍ↕ ꜚ ₮Ȃ Ping ᵬ̆

↕ᶏ sleep₱ ҉ ᵬȂ 



 

 

5ȁ ҉ ̆↕ Ҋץ῀ Ȃ ̆ ↕

Debug Ȃ 

6ȁ C&C Ⱶ IPȂ 

 

7ȁ DGA Ȃ 



 

DGA ῏ Ҋ̔ 

 ᶏ DGA  

2017 2  ab6d54340c1a.com 

2017 3  aba9a949bc1d.com 

2017 4  ab2da3d400c20.com 

2017 5  ab3520430c23.com 

2017 6  ab1c403220c27.com 

2017 7  ab1abad1d0c2a.com 

2017 8  ab8cee60c2d.com 

2017 9  ab1145b758c30.com 

2017 10  ab890e964c34.com 

2017 11  ab3d685a0c37.com 

2017 12  ab70a139cc3a.com 





 

҉ IP Ҍ ̆↕ ҉ Ḥ DGA Ȃ 

解决方案 

1ȁ 5.33 ̆ Ҋ 5.34  

https://www.piriform.com/ccleaner/download/standard 

̔ 

http://www.piriform.com/news/blog/2017/9/18/security-notification-for-ccleaner-v5336162-an

d-ccleaner-cloud-v1073191-for-32-bit-windows-users 

2ȁ ῀᷅ ҍ ̆ ⌠ Ԋᴆ ῏ ₯Ȃ 

 

3


