
䠁ⶋѪ֐᨝〈 

APT28 ᱟྲօᒢᢠ⌅ഭབྷ䘹Ⲵ 

 

 

һԦ㛼Ჟ 

2017 ᒤ 5 ᴸ 10 ᰕˈᗞ䖟ਁᐳ㺕б؞༽Ҷєњ൘䟾 Office 0day ┿⍎᭫ࠫǄަѝањ┿

⍎㻛 APT28 㓴㓷˄৸〠˖Sednitˈᒫ➺ˈSofacy˅⭘ᶕਁࣘ䫃劬᭫ࠫᖡ૽⌅ഭབྷ䘹Ǆ 

VenusEye 䠁ⶋᆹޘ⹄ウഒ䱏ሩ↔⅑ APT ᭫ࠫᡰ֯⭘Ⲵ Office 0day ┿⍎৺┿⍎࡙⭘⍱

〻䘋㹼Ҷ䈖㓶Ⲵޘˈ᷀࠶䶒᨝⽪ APT28 㓴㓷ᱟྲօᖡ૽⌅ഭབྷ䘹ⲴǄ 

᭫ࠫ䗷〻 

APT28 㓴㓷䙊䗷ਁ䘱аሱ䱴Ԧ਽Ѫ Trumpÿs_Attack_on_SyriaEnglish.docx(⢩ᵇᲞ᭫ࠫ

ਉ࡙ӊ㤡᮷⡸)Ⲵ䫃劬䛞Ԧሩ⌅ഭབྷ䘹䘋㹼ᒢᢠǄ䱴ԦѪањᚦ᜿ Word ᮷ẓˈަѝ፼ޕҶ

ᚦ᜿ PostScript 㝊ᵜˈ㝊ᵜ䙊䗷┿⍎ᢗ㹼ᚦ᜿࣏㜭Ǆ൘ Microsoft Office 2010 ⡸ᵜԕਾˈᗞ

䖟ሩ PostScript 㝊ᵜⲴ䀓᷀অ⤜᭮൘Ҷվᵳ䲀Ⲵ FLTLDR.EXE ⋉ⴂ䘋〻ѝ䘋㹼༴⨶ǄѪҶケ

⹤⋉ⴂ䘋〻Ⲵᵳ䲀᧗ࡦˈṧᵜ਼ᰦ䘈֯⭘Ҷ CVE-2017-0263 ┿⍎䘋㹼ᨀᵳǄᵜᣕ੺⵰䟽ሩ

ަ࡙⭘Ⲵ Office ┿⍎ԕ৺┿⍎䀖ਁਾⲴ shellcode 䘋㹼᷀࠶Ǆ 

ṧᵜؑ᚟ 

᮷Ԧ૸ᐼ f******************************0 

᮷Ԧ㊫ර word ᮷Ԧ 

᮷Ԧབྷሿ 268,950 ᆇ㢲 

 



┿⍎᷀࠶ 

┿⍎৏⨶ 

䈕┿⍎Ѫањ㊫ර␧⏶┿⍎Ǆ⭡Ҿ forall ᫽֌⋑ᴹሩ㾱༴⨶Ⲵᮠᦞ㊫ර䘋㹼Ựḕˈ᭫

ࠫ㘵ਟ䙊䗷ᶴ䙐ᚦ᜿ PostScript 㝊ᵜ࡙⭘┿⍎ˈ᧗ࡦ᫽֌ᮠึḸкⲴ٬ˈӾ㘼᭩ਈԓ⸱ᢗ

㹼⍱〻Ǆ 

ᢰᵟ㓶㢲 

1. 䀓ᇶ䘈৏ 

Ѫ䱢→ᵰ䖟Ự⍻ˈWord ᮷ẓѝⲴ PostScript 㝊ᵜ᮷Ԧ䘋㹼ҶㆰঅⲴ XOR ␧⏶ˈ䀓ᇶ

ᯩ⌅ᱟ⇿ഋњᆇ㢲઼ᇶ䫕˄0xc45d6491˅䘋㹼ᔲᡆǄ䀓ᇶѻਾ䈳⭘ exec ᢗ㹼ᯠⲴ㝊ᵜǄ 

㻛࣐ᇶⲴ㝊ᵜԓ⸱ྲл˖ 

 

䀓ᇶਾⲴ㝊ᵜԓ⸱ྲл˖ 

 

2. ึ௧ 

a) ࠶䝽 0x90000 བྷሿⲴ޵ᆈˈሶһݸᶴ䙐ྭⲴᮠᦞԕ⇿ 0x100 བྷሿⲴ䰤䳄༽޵ࡠࡦᆈѝˈ

❦ਾᤧ޽䍍 500 ԭˈᆼᡀ޵ᆈᐳተǄ 



 

b) ึ௧ਾˈਟԕⴻࡠ〻ᒿѝ࠶䝽Ҷབྷ䟿 0x90000 བྷሿ޵ᆈオ䰤ˈަѝᮠᦞ൷ᱟк䶒ᶴ䙐

ⲴᮠᦞǄ 

 

3. ┿⍎䀖ਁ 

a) PostScript 㝊ᵜ䈝䀰䙊䗷᫽֌ᮠḸᶕՐ䙂৲ᮠǄަ᫽֌ᮠ൘ࡽˈ᫽֌ㅖ൘ਾǄ䙷ࡠ᫽֌

ᮠ঻Ḹˈ䙷ࡠ᫽֌ㅖቡӾḸ亦ᕩࠪ⴨ᓄᮠ䟿Ⲵ᫽֌ᮠ䘋㹼䇑㇇ˈ޽ᢺ䇑㇇㔃᷌঻ḸǄ

ֻྲ䇑㇇ 㺘⽪Ѫࡉˈ1+2 1 2 addǄ俆ݸሶ 1 ઼ 2 ঻Ḹˈѻਾᢗ㹼࡛࠶ add ࠭ᮠᰦሶḸ

亦Ⲵєњ৲ᮠਆࠪˈ䇑㇇ਾ޽঻എḸ亦Ǆ 

᫽֌ᮠḸⲴสᵜ㔃ᶴྲл˖ 

struct Stack { 

      dword pStackBase;//Ḹสൠ൰ 

      dword dwCount; //ḸѝⲴ৲ᮠњᮠ 

…… 

      } 

 

ḸкⲴ⇿њ৲ᮠ䜭ሩᓄањ PostScript ሩ䊑ˈ⇿њሩ䊑བྷሿ 0x10 ᆇ㢲ˈަ㔃ᶴྲл˖ 



struct PostScript object { 

      dword type;//㊫ර 

      dword value; //ᮠᦞ 1 

      dword value; //ᮠᦞ 2 

      dword pObj; //ሩ䊑ᇎ䱵ᤷ䪸 

      }ps_obj; 

 

b) ┿⍎൘ forall ࠭ᮠ䈳⭘ᰦ䀖ਁˈᡁԜ䙊䗷ḕ䈒ǉPLRM2.PDFǊᗇޣࡠҾ forall Ⲵ䀓䟺Ǆ

ਟԕⴻࡠ forall ࠭ᮠⲴ֌⭘ᱟሩㅜањ৲ᮠѝⲴ⇿ањሩ䊑ᢗ㹼ਾ䶒Ⲵ༴⨶࠭ᮠ˄ㅜҼ

њ৲ᮠ˅Ǆ↔┿⍎Ⲵṩᵜ৏ഐቡᱟሩҾㅜҼњ৲ᮠ proc Ⲵ㊫රࡔᯝнѕṬሬ㠤Ǆ 

 



 

c) ൘ᚦ᜿ᶴ䙐Ⲵ㝊ᵜѝˈ༴⨶࠭ᮠ㻛䇮㖞Ѫањᮤᖒਈ䟿˖0xD80D020Ǆ  

 

൘䈳⭘ forall ࠭ᮠᰦˈḸѝᛵྲߥлˈਟԕⴻࡠḸ亦Ⲵ proc ༴⨶࠭ᮠᤷ䪸ᚠྭѪ㋮ᗳ

䇮㖞Ⲵ 0xD80D020ˈ㘼ަᇎ䱵㊫රѪᮤᖒਈ䟿Ǆ 



 

d) 㓿䗷к䶒Ⲵึ௧䗷ਾˈ0xD80D020 ൠ൰кⲴᮠᦞ↓ྭ㾶ⴆѪ㋮ᗳᶴ䙐ⲴᮠᦞǄҾᱟ᧕

лᶕ䙊䗷ሩ 0x

ˈ

∀ሩ

ൠ൲ሩ

㋮ᗳ



 

4. 



 

e) 䙊䗷䀓᷀ EPSIMP32 ⁑ඇˈ䙽শሬޕ㺘ˈ㧧ᗇ kernel32 ⁑ඇส൰ˈ❦ਾ䙊䗷 A18 ሩ䊑ˈ

䈫ਆ kernel32 ཤ䜘ᮠᦞˈ ޽䙊䗷 PE ཤѝ MajorOSVersion ᆇ⇥ˈࡔᯝᖃࡽ᫽֌㌫㔏⡸

ᵜ˄ㅹҾ 6ˈवਜ਼ VistaˈWin7ˈWin8



 

5. 䐣䖜ࡠ ROP 䬮ᒦᢗ㹼 shellcode 

a) ᴰਾ䙊䗷 A18 ሩ䊑ሶ shellcode ᆈѝˈᒦ䙊䗷޵ޕ߉ bytesavailable ᫽֌䈳⭘ᶴ䙐Ⲵ᮷

Ԧሩ䊑ˈ䐣䖜ࡠ ROP 䬮ˈ⸝ᲲⲴ ROP 䬮ѻਾˈ䈳⭘ ZwProtectVirtualMemory ࠭ᮠሶ

shellcode 䇮㖞Ѫਟ䈫ਟ߉ਟᢗ㹼ᵳ䲀ˈᴰਾ䐣䖜ࡠ shellcode ᒦᢗ㹼Ǆ 

 

shellcode  ᷀࠶

Shellcode ѫ㾱ᢗ㹼⍱〻ྲл˖ 



 

ᢰᵟ㓶㢲 

a) ԕлѪ shellcode Ⲵޕਓ༴ 

 

b) 俆ݸՊ䙽শᮠᦞˈ䙊䗷 PE ཤ⢩ᖱˈ᢮؍ࡠᆈ൘ shellcode ѝⲴ dll_a ᮷ԦǄ 



 

c) ѻਾ൘޵ᆈѝ᡻ࣘ᱐ሴ dll_a ᮷Ԧˈ❦ਾ䈳⭘ dll_a Ⲵሬࠪ࠭ᮠ forkǄ 

 

d) Fork ࠭ᮠ俆ݸՊࡔᯝᱟ 32 ս䘈ᱟ 64 ս㌫㔏⧟ຳˈ䘋㘼䘹ᤙн਼Ⲵᨀᵳ payloadǄ 

 

e) ਼ṧ㓿䗷᡻ࣘ᱐ሴ payloadˈ䙊䗷 CVE-2017-0263 ┿⍎䘋㹼ᨀᵳˈѻਾࡔᯝᱟ੖ᨀᵳᡀ

࣏ˈᡀ࣏ሶ㔗㔝ᢗ㹼ਾ㔝᫽֌ˈ੖ࡉሶ䘰ࠪǄ 

 

f) ᨀᵳᡀ࣏ਾˈՊ䙽শ䘋〻ѝⲴਕᷴ㺘ˈᇊսࡠ WinWord 䘋〻Ǆ 



 

g) ѻਾሶ dll_a˄ণ㠚䓛˅⌘ࡠޕ WinWord 䘋〻ˈ䇮㖞ᯠⲴޕਓ࠭ᮠ㔗㔝ᢗ㹼Ǆ 

 

h) ⌘ޕਾⲴԓ⸱俆ݸՊ䀓ᇶањ dll ᮷Ԧ˄ণⵏ↓Ⲵᚦ᜿᮷Ԧ˅઼ањ docx ᮷Ԧˈ❦ਾ

ሶ dll ᮷Ԧ؍ᆈࡠ %temp%\apisecconnect.dllˈ਼ᰦሶᆳ␫࣐޼⌘ࡠ㺘ѝˈѻਾ䘈Պࡔ

ᯝᱟ੖䙊䗷 rundll32 ᶕᢗ㹼䘉њ dllǄ 

 

i) ሶ apisecconnect.dll ؍ᆈ޼⌘ࡠ㺘 HKEY_CURRENT_USER\Software\Microsoft\Office 

test\Special\Perf лǄਾ㔝ᖃ⇿⅑ᢃᔰ office ᮷Ԧᰦˈ䜭Պ࣐䖭 apisecconnect.dllǄ 

 



 


