
יּ ľwannacryĿ ”wannasister” 

  

2017 5 16 ̆ ῃ ⌠ԅ ῃ ľwannacryĿּי ₮

ԅѿҩ ̆ ҹľwannasisterȂ ⱴԅѿ֓ ⱳ ̆ Һ יּ

ף ῀⌠ Ԋ ̂notepad.exẽ Ҭ̆ ғῒҬ ԍⱴ AES ῤ



 

2. Һ ⱳ ₱ Ώ ԅ ₱ Ҭ̆ ⱴ  

(1) RegisterClassExA Ύ  

 

(2)Һ ₱  

 

3. Һ יּ ⱳ ԅ ῀ Ԋ ̂notepad.exẽ Ȃ Ạ





 

 

2. ᶏ Ῥ₮ יּ ̆Ӟ ᶏ Ԑ ҍ APT ꜚ ̆ יּ

ҍ Ȃ 



 



 



῏ԍ VenusEye ῃ ̔ 

VenusEye ῃ ֟ ԊҒҙ׆ ῃ№

̆Һ ֟ ҉ ῃԊᴆȁ ȁ№ ̆ ᶫ

Ғҙ № Ȃ ᴪᶭ ֟ ̆ ῒҬ ₯ Ạ ῀

ҍ№ ̆ ₮Ғҙ№ ȁ ₮Ғҙ ̆ҹ ‗ ᶫ ꜛȂ 

ׂ̆ᾢ ԅȇ ̆ľ Ŀ ҹ ₯ Һⱬ´Ȉȁȇ

Hedwig № Ȉȁȇ


