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商用密码应用安全性评估量化评估规则 

1. 范围 

ᵜ᮷Ԧ׍ᦞ GB/T 39786-2021ǉؑ᚟ᆹޘᢰᵟؑ᚟㌫㔏ᇶ⸱ᓄ⭘สᵜ㾱≲Ǌ઼ GM/T 

0115-2021ǉؑ᚟㌫㔏ᇶ⸱ᓄ⭘⍻䇴㾱≲Ǌ̍ ሩؑ᚟㌫㔏Ⲵᇶ⸱ᓄ⭘ᛵߥ㔉ࠪᇊ䟿䇴ՠ㔃᷌Ǆ 

ᵜ᮷Ԧ䘲⭘Ҿᤷሬǃ㿴㤳ؑ᚟㌫㔏ᇶ⸱ᓄ⭘Ⲵ㿴ࡂǃᔪ䇮ǃ䘀㹼৺⍻䇴Ǆ 

2. 规范性引用文件 

1) GB/T 39786-2021ǉؑ᚟ᆹޘᢰᵟؑ᚟㌫㔏ᇶ⸱ᓄ⭘สᵜ㾱≲Ǌ 

2) GM/T 0115-2021ǉؑ᚟㌫㔏ᇶ⸱ᓄ⭘⍻䇴㾱≲Ǌ 

3. 原则 

ᵜ᮷Ԧ᤹ྲл৏ࡉ䇮䇑䟿ॆ䇴ՠ㿴ࡉ˖ 

1) 䚥ᗚ⌅ᖻ⌅㿴઼ᴰᯠ⴨ޣᤷሬᙗ᮷ԦⲴᙫփ㾱≲˗ 

2) 䚥ᗚ GB/T 39786-2021 ઼ GM/T 0115-2021˗ 

3) 啃࣡֯⭘ᇶ⸱ᢰᵟ˗⢩࡛啃࣡֯⭘ਸ㿴Ⲵᇶ⸱㇇⌅/ᢰᵟ/ӗ૱/ᴽ࣑˗ 

4) Ոݸ൘㖁㔌઼䙊ؑᆹޘቲ䶒ǃᓄ⭘઼ᮠᦞᆹޘቲ䶒᧘䘋ᇶ⸱ᢰᵟᓄ⭘Ǆ 

4. 量化评估框架 

৲㘳 GM/T 0115-2021ˈᵜ㿴ࡉӾйњᯩ䶒䘋㹼䟿ॆ䇴ՠ˖ 

⚫ ᇶ⸱֯⭘ᴹ᭸ᙗ˄Cryptography Deployment effectiveness˅ᱟᤷˈᇶ⸱ᢰᵟᱟ੖㻛↓⺞ǃ

ᴹ᭸֯⭘ˈԕ┑䏣ؑ᚟㌫㔏Ⲵᆹޘ䴰≲ˈᴹ᭸ᨀ׋ᵪᇶᙗǃᆼᮤᙗǃⵏᇎᙗ઼нਟ੖䇔

ᙗⲴ؍ᣔ˗ 

⚫ ᇶ⸱㇇⌅/ᢰᵟਸ㿴ᙗ˄Cryptography Algorithm/Technique compliance˅ᱟᤷˈؑ᚟㌫㔏

ѝ֯⭘Ⲵᇶ⸱㇇⌅ᱟ੖ㅖਸ⌅ᖻǃ⌅㿴Ⲵ㿴ᇊ઼ᇶ⸱⴨ޣഭᇦḷ߶ǃ㹼ъḷ߶Ⲵᴹޣ㾱

≲ˈؑ ᚟㌫㔏ѝ֯⭘Ⲵᇶ⸱ᢰᵟᱟ੖䚥ᗚᇶ⸱⴨ޣഭᇦḷ߶઼㹼ъḷ߶ᡆ㓿ഭᇦᇶ⸱㇑

⨶䜘䰘Ṩ߶Ǆ 

⚫ ᇶ䫕㇑⨶ᆹޘ˄Key management security˅ᱟᤷˈᇶ䫕㇑⨶Ⲵޘ⭏ભઘᵏᱟ੖ᆹޘˈ⭘
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Ҿᇶ⸱䇑㇇ᡆᇶ䫕㇑⨶Ⲵᇶ⸱ӗ૱/ᇶ⸱ᴽ࣑ᱟ੖ᆹޘǄ 

5. 量化规则 

˄1˅਴⍻䇴ሩ䊑Ⲵ⍻䇴㔃᷌䟿ॆ䇴ՠ㿴ࡉ 

ᇶ⸱ᓄ⭘ᢰᵟ㾱≲ѝˈㅜ i њᆹޘቲ䶒Ⲵㅜ j ⍻䇴অݳⲴㅜ k ⍻䇴ሩ䊑 Ti,j,kˈަ䟿ॆ䇴

ՠ㔃᷌ Si,j,kę{0, 0.25, 0.5,1}ˈަѝ 0 㺘⽪нㅖਸˈ1 㺘⽪ㅖਸˈަᆳ㺘⽪䜘࠶ㅖਸǄSi,j,k Ⲵ

ਆ࡛࠶٬㿱㺘 1Ǆ䙊⭘㾱≲઼ᇶ⸱ᓄ⭘ᢰᵟ㾱≲਴ᆹޘቲ䶒ⲴĀᇶ⸱ᴽ࣑ā઼Āᇶ⸱ӗ૱ā

ᤷḷнঅ⤜䇴ԧǄ 

ᇶ⸱ᓄ⭘㇑⨶㾱≲н䪸ሩ਴њ⍻䇴ሩ䊑Ⲵ⍻䇴㔃᷌䘋㹼䟿ॆ䇴ՠǄ 

˄2˅⍻䇴অݳⲴ⍻䇴㔃᷌䟿ॆ䇴ՠ㿴ࡉ 

ᇶ⸱ᓄ⭘ᢰᵟ㾱≲ѝˈㅜ i
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⍻䇴ᤷḷˈ䛓Ѹṩᦞ㺘 2 ᨀ׋Ⲵᆹޘቲ䶒ᵳ䟽ˈк䘠٬࠶䇑㇇ޜᔿާփѪ˖ 

𝑆 =
∑ 𝑤𝑖 ∙ 𝑆𝑖2≤𝑖≤8

∑ 𝑤𝑖2≤𝑖≤8
× 100 =

∑ 𝑤𝑖 ∙ 𝑆𝑖2≤𝑖≤8

90
× 100 

6. 整体结论判定 

ᮤփ䟿ॆ䇴ՠ㔃᷌ S Ѫ 100 ࠶ ᇊ㻛⍻ؑ᚟㌫㔏ㅖਸࡔࡉ̍ GB/T 39786-2021 ⴨ᓄㅹ㓗㾱

≲˗S վҾ 100 ᇊ㻛⍻ؑ᚟㌫㔏สᵜࡔࡉˈф㓿仾䲙䇴ՠਁ⧠⋑ᴹ儈仾䲙ˈǃнվҾ䰸٬࠶

ㅖਸ GB/T 39786-2021 ⴨ᓄㅹ㓗㾱≲˗੖ࡔˈࡉᇊ㻛⍻ؑ᚟㌫㔏нㅖਸ GB/T 39786-2021 ⴨

ᓄㅹ㓗㾱≲Ǆ 
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㺘 2 ⍻䇴ᤷḷᵳ䟽㺘 

㾱≲㔤ᓖ 
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ㅜа㓗 ㅜҼ㓗 ㅜй㓗 ㅜഋ㓗 

ᇶ⸱ᢰᵟ 

ᓄ⭘㾱≲ 
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⢙⨶઼⧟ຳ

ᆹޘ 

˄1˅ 䓛ԭ䢤࡛ 

10 

0.4 0.7 1 1 

˄2˅ 

⭥ᆀ䰘⾱䇠
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˄3˅ 

㿶仁䇠ᖅᮠ

ᦞᆈۘᆼᮤ
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㖁㔌઼䙊ؑ
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